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MOJIb3OBATEJIENA U ATIMUHUCTPATOPOB UCIIJIH. ONMPEQENEHUSA

B HacToseM TOKyMEHTE UCTONb3YIOTCS CIENYIOIINE TEPMUHBI U UX OIPEIEIIECHNUS.

ABTOMATH3HPOBAHHAsl CHCTEMAa — CHCTEMa, COCTOAIIAsl M3 MEpPCOHAIa M KOMILIEKCa
CPEACTB aBTOMAaTH3allMM €ro JEATENIbHOCTH, pealu3yrolias HHPOPMAIMOHHYIO TEXHOJIOTHIO
BBINOJIHEHHS YCTAHOBJIEHHBIX (YHKIUH.

AyTeHTH(HKAIUS OTHPABUTENS JAHHBIX — IOATBEPXKACHHUE TOrO, YTO OTIPABUTEID
MIOJyYEHHBIX JIaHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHocTh MepCcOHANIBHBIX JAHHBIX — COCTOSHUE 3alIUIIEHHOCTH MEePCOHAIBHBIX
JAHHBIX, XapAaKTEpU3yeMOE€ CHOCOOHOCTbIO  IOJIb30BATENEH, TEXHUYECKHX CPEICTB U
MH(POPMAIIMOHHBIX TEXHOJIOTUH 00ecTeunTh KOHPHUIEHIINAIBHOCTb, IIEJIOCTHOCTh U IOCTYITHOCTh
MEPCOHANIBHBIX JaHHBIX TMPH UX 00pabOTKE B WH(POPMAIIMOHHBIX CHCTEMax IEepPCOHATBHBIX
JTAaHHBIX.

Buomerpuyeckue mnepcoHajlbHble JAaHHbIE — CBEIEHUS, KOTOpbIE XapaKTepU3YIOT
¢du3nogoruyecKkue OCOOCHHOCTH YEJOBEKa M HAa OCHOBE KOTOPHIX MOXHO YCTaHOBHTH €ro
JMYHOCTh, BKIIOYasi ¢ororpaduu, OTHEYaTKu HaibleB, o0pa3 CeTJaTKH IJa3a, 0COOEHHOCTH
CTPOCHHUSI TeJla U APYTYIO MOA00HYI0 HH(OPMAIIHIO.

BiokupoBaHue NepCOHAJNBHBIX [JaHHBIX — BpPEMEHHOE NpeKpalieHrne o0paboTKu
NEPCOHANBHBIX JAaHHBIX (32 HCKJIIOUYCHHEM CIIydaeB, ecld o0paboTka HeoOXxoauma s
YTOYHEHUS IEPCOHANIBHBIX JaHHBIX).

Bupyc (koMnblOTepHbIH, NMPOrPaAMMHBINH) — HCIOJHIEMBIM NPOrpPaMMHBIA KOJ WJIN
MHTEPIIPETUPYEMbIi HaOOp MHCTPYKLHMH, 007agaroluil CBOWCTBAMU HECAHKIIMOHHPOBAHHOTO
pacrpocTpaHeHus: U camoBocHpousBefeHus. Co3naHHble TyOaHKaThl KOMIIBIOTEPHOTO BUpYyca HE
BCETJa COBNANAIOT C OPUTMHAJIOM, HO COXPAaHSIOT CIOCOOHOCTh K JalbHeiIemy
pacrpoCcTpaHeHHIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi mporpamMma — mporpamma, IpeAHa3HaueHHas s OCYIIECTBJICHUS
HECAHKIIMOHWPOBAHHOTO JIOCTYTA U (WJIM) BO3/ICHCTBUS HA NMEPCOHAIbHbIE JaHHBIE WIH PECYPCHI
MH(POPMAIIMOHHOHN CHCTEMBI IEPCOHATBHBIX TAHHBIX.

BcnoMorare/ibHble TeXHMYeCKHe CPeICcTBA M CUCTeMbl — TEXHUYECKHE CPEICTBA U
CHCTEMBI, HE NpeJHa3HaYeHHbIe JUIA Mepefaur, oOpaboTKU U XpaHEHHs NEepPCOHAIBHBIX JaHHbIX,
YCTaHABJIMBAEMbIE COBMECTHO C TEXHHYECKHUMH CPEACTBAMU U CHCTEMaMH, NMpEAHA3HAUYCHHBIMU
Uis  00pabOTKM NEPCOHAIBHBIX [JaHHBIX WIM B IOMEIIEHMSX, B KOTOPBIX YCTAHOBJIEHBI

I/IHCbOpMaHI/IOHHI)Ie CHUCTEMBI TICPCOHAJIBHBIX JaHHBIX.



Joctynm B omnepaluoHHYK cpely KoMmnbloTepa (MHGOPMALMOHHOH CHCTEMBbI
NEePCOHATBHBIX JAHHBIX) — TOMYYEeHUE BO3MOXKHOCTH 3alTyCKa Ha BBITIOTHEHHE IITATHBIX KOMAaH]I,
(byHKIMH, TPOLEAYp ONEpPAlIOHHOM CHCTEMbI (YHUYTOXKEHUS, KOIMMPOBAHUS, MEpEMEIIeHUs] U T.IL.),
UCTIONTHSAEMBIX (DaiiyIOB IPUKIIAIHBIX IPOTPaMM.

Joctyn k nHGopManuu — BO3MOKHOCTB MOMy4eHHs] MHPOPMAIUH 1 €€ HCTIOIh30BaHMS.

3ak/1a04HOe YCTPOICTBO — 3JIEMEHT CPeJICTBA CheMa MH(OPMALIH, CKPHITHO BHEAPSEMBII
(3axmanpiBaeMblii WM BHOCHMBIM) B MecTa BOSMOKHOIO cheéMa HHopMmaimu (B TOM 4HCIE B
Orpak/IeHHEe, KOHCTPYKIUIO, 000pYI0BaHHE, ITPEIMEThl HHTEphepa, TPAHCTIOPTHBIE CPEZICTBA, a TAKKe B
TEXHIMYECKHE CPEJICTBA U CUCTEMBI 00pabOTKH MH(POPMAIIHH).

3amumaemasi uHopmauus — uHGOPMAIMS, SBILSFOLIASACS MPEIMETOM COOCTBEHHOCTH H
MO/ISKAIAs 3alIUTe B COOTBETCTBUM C TPEOOBAHMSMM TMPABOBBIX JOKYMEHTOB WM TPEOOBAHUSIMH,
YCTaHABIIMBAEMBIMU COOCTBEHHHKOM MH(OPMALINH.

Nnentudgukanus — NpUCBOCHNE CYOREKTaM M OOBEKTAM JIOCTYIA MICHTU(UKATOpa U (WITH)
CpaBHEHHE NPEABSBISIEMOIO HICHTU(HKATOpA C MIEPEYHEM PUCBOCHHBIX UJIEHTU(PUKATOPOB.

NudopmaTuBHBINH CUTHAJ — HIEKTPUYECKIE CUTHAIIBI, aKyCTUUECKUE, JIEKTPOMArHUTHBIE U
apyrve (yBHYecKkre Mojs, MO MapamerpaM KOTOphIX MOXET ObITh pacKpbiTa KOH(HMIECHIMATbHAS
uapopMaIws (TepcoHATLHBIC JTAHHBIE) 00padaThiBacMasi B MH(OPMAITMOHHOW CHCTEME TIePCOHATBHBIX
JTaHHBIX.

Nudopmannonnble TEXHOJOTHMM — TIPOIECCHl, METONbl TIOHMCKa, cOOpa, XpaHEHWd,
00paboTKH, MPEIOCTaBICHHS, PACIPOCTPAaHEHUsT MH(OpPMALMK M COCOOBI OCYIIECTBICHUS TaKUX
IIPOLIECCOB M METOJIOB.

HNudopmanmonnas cucremMa mnepcoHaJbHbIX AaHHbIX (MCII/IH) — COBOKymHOCTH
coJepxaiuxcsd B 0a3zax JaHHBIX MEPCOHANBHBIX JAHHBIX U 00ECTEYMBAIOMIMX HUX 00pabOTKYy
MH(POPMAITMOHHBIX TEXHOJOTHH U TEXHUYECKUX CPEICTB.

Hcnonb3oBaHue NmepcoOHAJNBHBIX JAHHBIX — JIEHCTBUS (ONEpaluu) ¢ NEPCOHATBHBIMU
JAHHBIMHU, COBEpIIAEMbIe OMEPATOPOM B LEISAX NPUHATHS PEIIEHUI WM COBEPIIEHUS HHBIX
NEHCTBUIA, MOPOXKIAIONINX IOPUIUUECKHE TOCTIEACTBUS B OTHOLIEHUH CYOBbEKTa MePCOHATBHBIX
JAHHBIX WK APYTHX JHUL JUOO WHBIM 00pa3oM 3aTparuBarollMX IpaBa U CBOOOIBI CyOBEKTa
MIEPCOHATBHBIX JAHHBIX WU IPYTUX JIHIL.

Hcrounuk yrposbl Oe3omacHoCcTH HMH(OpManmu — CyOBEKT JOCTYyIa, MaTepUATBHBIN
00BEKT WM (U3MYECKOe SBIICHUE, SIBIISIONIMECS MPUUMHON BO3HMKHOBEHHS YTPO3bl 0E€30MacCHOCTH

UHpOPMAITUH.



KounTtposupyemasi 30Ha — POCTPAHCTBO (TEPPHUTOPHS, 3AHKE, YaCTh 3[aHus, TOMEIIICHIE), B
KOTOPOM HCKITIOYEHO HEKOHTPOJIMpyeMoe TpeObIBaHNe MOCTOPOHHUX JIMIl, a TaKKe TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTepUaIbHBIX CPEICTB.

KonduieHumnanbHOCTh NEPCOHANBHBIX [JAHHBIX — 00s3aTebHOE U1 COOMIOACHUS
OTepaTopoM WM HWHBIM TONYYHMBIIMM JIOCTYIl K TEPCOHATIBHBIM J[AHHBIM JIMIIOM TpeOOBaHWE He
TIOITYCKaTh X PaclpoCTpaHeHHe 0e3 cormachsi CyObeKTa TIepCOHATBHBIX JIAHHBIX WA HATMYHS WHOTO
3aKOHHOT'O OCHOBAHHUS.

MexcereBoli 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM  (DyHKLIHOHAIBHO-
pacnpesielieHHOe TporpaMMHOE  (IPOrPaMMHO-AMNMAPATHOE) CPEACTBO  (KOMIUIEKC), pean3yrollee
KOHTPOJIb 3a MH(GOpMAIEH, MOCTyNaromed B MHOOPMAIMOHHYIO CHCTEMY TEePCOHATBHBIX JAHHBIX U
(vn) BeIXOZAIIEH U3 MH(POPMAITMOHHON CUCTEMBI.

Hapymure/ib 6€30acHOCTH MEPCOHATBHBIX JAHHBIX — (H3UUECKOE JIUIIO, CITYYaiiHO W
NPETHAMEPEHHO COBEPIIIAIOIIee JICHCTBUS, CIIEJICTBUEM KOTOPBIX SIBIISETCS HapyIleHHe Oe30MacHOCTH
MIEPCOHATIbHBIX JJAHHBIX MPU UX 00pabOTKE TEXHUYECKUMHU CPEACTBAMH B MH(OPMAIMOHHBIX CHCTEMaX
MIEPCOHATBHBIX JTAHHBIX.

HeaBTromaTuzupoBanHasi o0padoTka MepPCOHATbHBIX JaHHBIX — 00paboTka
MEPCOHATBHBIX JTAHHBIX, COJACPIKALINXCS B WH(POPMALMOHHOW CHCTEME MEePCOHAIBHBIX TaHHBIX
m00 W3BJICYCHHBIX W3 TAKOM CHCTEMBI, CUHTAETCS OCYIIECTBICHHOW O3 WCIIOIb30BaHUS
CPEICTB aBTOMAaTH3alMKM (HEaBTOMATU3MPOBAHHOMN), €CIM TaKhe AEHCTBUS C MEePCOHATBHBIMU
JTAHHBIMHU, KaK HCIOJb30BaHUE, YTOYHEHHE, PACTIPOCTPAHEHUE, YHUUTOKEHHE MEePCOHATHHBIX
JAHHBIX B OTHOIICHHWW KaXJOTO U3 CYOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIISIOTCS TPH
HETIOCPEICTBEHHOM YYaCTHH YeJIOBEKa.

HenexsiapupoBaHHble BO3MOMKHOCTH — (DYHKIHMOHAJIBHBIE BO3MOXKHOCTH — CPEJICTB
BBIUMCIIUTEILHOM TEXHUKH, HE OMMCAHHbIE WM HE COOTBETCTBYIOILME ONHUCAHHBIM B JIOKYMEHTALUH, TIPU
WCTIONIB30BAHMM  KOTOPBIX BO3MOXKHO — HapylieHHe KOH(QHICHIMAIHHOCTH, JOCTYITHOCTH WU
LIEJIOCTHOCTH 00pabaThIiBaeMoi HH(POPMALIHH.

HecaHKuMOHMPOBAHHBIH A0CTYN (HECAHKIIMOHUPOBAHHBbIE JEeCTBHSA) — JOCTYN K
uHbOpMAIMK WK JEUCTBUS C HMH(OpMALMEH, HapyIlarolie MpaBuiia pa3TpaHHdeHHst JOCTyra ¢
WCTIONIG30BAHMEM  INTATHBIX ~ CPENCTB, TPENOCTaBIAEMBbIX  HMH(OPMAIMOHHBIMH  CHCTEMaMU
MIEPCOHATBHBIX JTAHHBIX.

Hocurenr undopmanum — Quznueckoe JIMIIO WIM MaTepUaIbHBIA OOBEKT, B TOM YHCIIE

(bI/I3I/I‘-IeCKOC MoJie, B KOTOpOM I/IH(pOpMaJ_[[/Iﬂ HaxXOIUT CBOC OTPAKCHHUC B BUJIC CHUMBOJIOB, 06p8,30B,



CUTHAJIOB, TEXHMYECKHUX DEIICHWH M TpPOIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTUK (UZNIECKHUX
BEJIMYHH.

O0e31nuMBaHHe NEPCOHATBHBIX JAAHHBIX — JIEHCTBHS, B pe3yabTaTe KOTOPBIX
CTaHOBHUTCS HEBO3MOXHBIM 0€3 HCIIOJIb30BaHUS JIOTIOJHUTEIBHON WH(POPMAILIUN OIpPEIeUuTh
MIPUHA/IIIKHOCTD NMEPCOHATBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY EPCOHAIBHBIX JTaHHBIX.

O0pabdoTka nepcoHaNbHBIX JAHHBIX — JII000€ JieiicTBHE (Omepaiusi) Win COBOKYIHOCTb
neicTBuil (omeparuii), COBEpIIAEMbIX C MCIOJIb30BAHUEM CPEACTB aBTOMATU3ALMM MU 0Oe3
UCTIONIb30BaHUs TaKUX CPEICTB C MEpPCOHANBHBIMH JaHHBIMM, BKIIOYas cOOp, 3amuch,
CHCTEMaTU3aIMI0, HAKOIJICHHE, XpaHeHHe, YTouHeHne (OOHOBIICHHE, U3MEHEHHE), U3BJICUCHUE,
WCIIOJIb30BaHUE, Tepenady (pacrmpoCTpaHEeHHe, MPENOoCTaBIeHUE, OCTYI), OO0e3TUYHBaHUE,
OJIOKHMpOBaHME, yIaJIEHUE, YHUYTOXKEHUE NIEPCOHATIbHBIX JaHHBIX.

OO01e0CcTyNHbIE NMEePCOHAJIbHBbIE JaHHBbIe — IEPCOHAIBHBIE JaHHBIE, JOCTYI
HEOTPAaHMYEHHOTO Kpyra JIMI] K KOTOPBIM MPEIOCTAaBJIEH C COTNIACHS CyOBEKTa MEepPCOHAIBHBIX
TAHHBIX WM Ha KOTOPBIE B COOTBETCTBHU C (ellepalbHBIMH 3aKOHAMH HE PaclpOCTPAHSETCS
TpeboBaHMe COOMOIEHNST KOH(DUIEHITNATEHOCTH.

Oneparop (MepCOHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIH OpPraH, MyHUIIUIAIbHBIN
OpraH, IOpUIMYECKOe WM (PU3MUECKOE JIUIO, CAMOCTOSTENFHO WM COBMECTHO C APYTHMMHU
JUIIaMU OPTaHU3YIONIHE U (MITH) OCYIIECTBISIOINE 00padOTKy IMEPCOHATBHBIX TAaHHBIX, a TAKKE
OIpeJeNsone 1eln OO0paOOTKM MEePCOHAIBHBIX JaHHBIX, COCTaB MNEPCOHAIbHBIX JAHHBIX,
MOJIEXKAIMX 00paboTKe, AeUCTBHS (OTepalri), COBEPILIAEMbIE C IEPCOHATBHBIMH JTAHHBIMH.

Texuuueckue cpeacTBa HHGOPMALMOHHONH CHCTEMbl MEPCOHAJBLHBIX JAHHBIX —
CPEIICTBA BHIUHCIHTEIILHON TEXHUKH, HH()OPMAITMOHHO-BBIYHCIATENIFHBIC KOMITIEKCHI A CETH, CPEZICTBA U
cucTeMbl Tepenady, npuema v oopadotku I1/IH (cpencTBa M cHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCTIPOM3BEJICHUSI, TEPErOBOPHBIE M TEJIEBU3HOHHBIE YCTPOWCTBA, CPEJCTBA HM3TOTOBIICHMUS,
THPAKUPOBAHUS JIOKYMEHTOB U JIPYTHiE TEXHIYECKUE CPEICTBA 00pa0OTKU PeUueBOi, rpadpuyeckoi, BUIeo-
1 OykBeHHO-1IM(pOBO MH(OpPMAITMK), TIPOrpaMMHBIE CPEICTBA (OTEpaIMOHHBIE CHCTEMBI, CHCTEMBI
yhpaBieHuss 0a3aMd J@HHBIX M TIL), CPEACTBA 3alIMTHl MH(MOpMALMK, IpUMEHsEMble B
MH(POPMAIMOHHBIX CUCTEMaX.

IlepexBar (uH(popManmu) — HENpPaBOMEPHOE MOIy4YeHHE UHPOpMAIMM C UC-
MOJIb30BaHMEM TEXHUYECKOTO CPECTBA, OCYIIECTBIISIONIEI0 OOHApYXEeHHE, TPUEM U 00paboTKy
MH(POPMATUBHBIX CUTHAJIOB.

IlepconasbHble JaHHBIE — JT100as WHPOPMALUS, OTHOCSIIASACA K MPSIMO HIJIM KOCBEHHO

OTIPE/ICTICHHOMY WJIH OTpeiesisieMomMy (hpr3udeckoMy JIHIy (CyObEeKTY epCOHABHBIX JaHHBIX);



IToOouHble 3IeKTPOMATHMTHbIC MH3JIy4YeHHS] W HABOAKH — DJEKTPOMAarHUTHbHIE
U3TYYeHHs] TEXHUYECKHX CpeACTB 00palOTKM 3amuiiaeMod MH(OpMaIiK, BO3HHKAIOLIUE Kak
noOOYHOE SIBJICHHE U BbI3BaHHBIC DJIEKTPUUECKUMM CHUTHAJaMH, JACUCTBYIOIIMMH B HX
ANEKTPUYECKUX U MATHUTHBIX LEIAX, a TAKXKE DJIEKTPOMAarHUTHBIE HABOAKU ITHUX CUTHAJIOB HA
TOKOITPOBOZSIINE JJUHUH, KOHCTPYKLIUN U LIENU ITUTaHUS.

IHomTHKa «YHCTOIO CTOJA» — KOMIUIEKC OPraHW3alMOHHBIX MEPOIPUATHUH,
KOHTPOJHUPYIOIIMX OTCYTCTBHUE 3alMChIBAHMS Ha OyMa)KHbI€ HOCHTENHW KJIOuel M aTpulyToB
noctyna (maposieil) 1 XpaHeHus! MX BOJIM3U 00BEKTOB JIOCTYTIA.

IHonb30BaTenb HMH(MOPMALMOHHONW CHCTEMBI MNEPCOHAJBHBIX [JAAaHHBIX — JUIO,
yuyacTByrolee B (DyHKIIMOHUPOBAHUM HMHGOPMAIIMOHHONW CHCTEMBI MEPCOHANBHBIX JAHHBIX WIH
HCIIOJIB3YIOIIee PEe3YNbTaThl €€ PYHKIIMOHUPOBAHHSL.

IIpaBuia pasrpaHvMyeHHsi AOCTYNAa — COBOKYIIHOCTb IPaBWJI, PETIAMEHTUPYIOLINX
npaBa JIOCTyNa CyObEKTOB JJOCTYMNa K 00bEKTaM JIOCTYTIA.

IIporpamMHas 3aK/aiKa — KOJ IIPOTrPaMMBbl, IIPEJHAMEPEHHO BHECEHHBIN B IIPOTPaMMy €
LENbI0 OCYIIECTBUTh YTEUKY, H3MEHUTH, OJOKUPOBaTh, YHUYTOXKUTH HWHGOPMAIUIO WU
YHUYTOXKHUTh W MOIUGHUIMPOBATH IMpOrpaMMHOe obecrieyeHne HH()OPMAIIMOHHON CHUCTEMBbI
MEPCOHAIBHBIX JTAHHBIX U (MJIM) OJOKMPOBATh alllapaTHbIe CPE/ICTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4ieckoe) BO3JeiicTBHe —  HECAHKIHO-
HUPOBAaHHOE BO3JICHCTBUE HAa PECypChl aBTOMATU3WPOBAHHON HH(POPMAIIMOHHOW CHCTEMBI,
OCYLIECTBIISIEMOE C UCIIOJIB30BAHUEM BPEJOHOCHBIX IIPOrpaMM.

PackpbiTHEe NIEpPCOHAJIBHBIX NAHHBIX — YMBIIUICHHOE WM CIy4allHOE HapylICHUE
KOH(HIEHINATBHOCTH IEPCOHANIBHBIX JaHHbIX.

PacnipocTpaHeHne nepcoOHAJbHBIX JAHHBIX — JICHCTBUS, HANIPABICHHBIE HA PACKPBITHE
[IEPCOHAJIBHBIX JAHHBIX HEOINIPEIACIICHHOMY KPYTy JIULI.

Pecypc unHdpopManmoHHOW cHCTeMbl — HMMEHOBAHHBIM 3JIEMEHT CHUCTEMHOTO,
MIPUKIJIATHOTO WM allrapaTtHoro odecrnevyeHrs QyHKIIMOHUPOBAHUS NH(OPMAIIOHHON CHCTEMBI.

CrnenuajibHble KATErOpMHM NEPCOHAJBHBIX JAHHBIX — IEPCOHAJbHBIE JIaHHBIE,
KAaCaloUIMeCcs  pacoBOM, HAUMOHAILHOW  NPUHAMIEKHOCTH, IOJUTUYECKUX  B3IVIAIOB,
PETUTHO3HBIX WM (MWIOCOOCKUX YOSKISHHN, COCTOSHHS 3I0pOBbS W HMHTUMHON JKU3HU
CyOBEKTa MEPCOHAIBHBIX JaHHbBIX.

CpeacrBa BbIYMCIMTEJIbHONH TEXHHUKH — COBOKYITHOCTb INPOIPAMMHBIX M TEXHUYECKHX
9JIEMEHTOB CHCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHMPOBATH CAMOCTOSITEIBHO WM B

COCTaBC APYTHUX CUCTCM.
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Cy0bekT noctyna (cy0beKT) — JMIO WK MPOLECC, ACHCTBUSI KOTOPOTO PErjaMeHTHPYIOTCS
MpaBUJIAMHA Pa3TPaHUICHUS TOCTYIIA.

Texnuyeckuii KaHajJl yTedkH HWHGOPMALUM — COBOKYITHOCTb HOCHTENS HH(OpMAIIUH
(cpenctBa 00pabOTKH), (PH3UUECKOM CPEIbl paclpoCTpaHeHHs] WH(POPMATUBHOTO CHUTHANA U CPEJICTB,
KOTOPBIMH JIOOBIBAETCS 3allliIaeMast HHPOPMAIHSL.

TpchrpaHuqHaﬁ nepeaaya mnepCoHAJIbHBIX JaHHBIX — II€p€aada INNEPCOHAIBHBIX
JTaHHBIX ornepatopoM uepe3 ['ocymapcTBennyto rpanuily Poccuiickoit denepanuu opraty BIacTH
MHOCTPAHHOTO TOCYJapCTBa, (U3NYECKOMY MM IOPUAMYECKOMY JIUIy HHOCTPAHHOTO
rocynapcTBa.

Yrpo3bl 6€e30NMacHOCTH NMEePCOHATBHBIX JAHHBIX — COBOKYIHOCTh YCIOBHH M (DaKTOPOB,
CO3IAIOIIMX ONMACHOCTh HECAHKIIOHUPOBAHHOTO, B TOM YHMCJIE CITy4aiiHOTO, JI0CTYyIa K MEePCOHATBHBIM
JIAHHBIM, PE3YJBTATOM KOTOPOTO MOXKET CTaTh YHUUTOKEHHE, U3MEHEHHE, OJIOKMPOBAHKE, KOITMPOBAHHE,
pacrpoCTpaHEHNE TEPCOHATBHBIX JAHHBIX, a4 TAKKE WHBIX HECAHKIIMOHHWPOBAHHBIX JCHUCTBUI TPU HX
00paboTKe B MHPOPMAITOHHON CHCTEME TIEPCOHATTHHBIX JaHHBIX.

YHUUTOXKEHHE MePCOHAIBHBIX JAHHBIX — JICHCTBUSI, B pe3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXKHBIM BOCCTAHOBUTH COJICP)KaHHUE TIEPCOHANBHBIX JIAHHBIX B HWH(MOPMAIMOHHOMN
CUCTCMC NICPCOHAJIBHBIX JAaHHBIX W (I/IJII/I) B PE3YJIbTATC KOTOPLIX YHUUYTOXAKOTCA MaTCpPUAJIbHBIC
HOCHUTCIIU NIEPCOHAJIBHBIX JTaHHBIX.

Yreuka (BammmaemMo) HHEMOpPMAUMM 1O TEXHHYECKUM KAHAJaM — HEKOH-
TPOJIMPYEMOE  PaclpoCTpaHeHHe HH(GOpMALMKM OT HOCHUTENs 3allUIaeMoi HH(pOpMaIKM Yepes
(H3IYECKyIO Cpey 10 TEXHUYECKOTO CPEJICTBA, OCYIIECTBISIOIIETO TIepeXBaT HH(POPMAIIUH.

VYs3BUMOCTH — CJa0OCTh B CPEACTBAX 3alIUATHI, KOTOPYIO MOYKHO WCIIONB30BATh IS
HapyIIEHUs CUCTEMBI WM cofiepyKartieiics B Hel nH(opMaIym.

LesocTHOCTh MHGOPMAIMM — CHOCOOHOCTH CPEICTBA BBIYMCIUTENLHON TEXHUKU WIH
ABTOMATH3UPOBAHHOW CHCTEMBI OOECIIeUBaTh HEM3MEHHOCTh MH(POPMAIMH B YCIOBHSX CITy4aifHOTO

W/WITY IPEAHAMEPEHHOTO UCKKEHUSI (pa3pyLLeHHs] ).



OBO3HAYEHUA N COKPALLLEHUA
ABC — aHTUBUpYCHBIE CPEACTBA
APM — aBTOMaTH3UpOBaHHOE paboUee MeCTO
BTCC — BcrioMorarenbHble TEXHUUECKHE CPENCTBA U CUCTEMBI
NCT1 T — nadopMarmoHHas CHCTEMa MePCOHATBHBIX JTAHHBIX
Wb — nadopmarmonHas 6e30macHOCThb
K3 — konTponmmpyemas 30Ha
JIBC — nokasnbHasi BBIYUCIIUTENBHAS CETh
MD — MexceTeBoit FKpaH
HC/I — HecaHKIIMOHUPOBAHHBIN TOCTYIT
OC — oneparioHHas cuctema
I1/1H — nepcoHasbHbIC TaHHbIE
[IMB — nporpaMMHO-MaTeMaTH4ECKOE BO3CHCTBUE
ITO — mporpamMmmHOe oOecTieueHne
[IOMHH — noOouHble 3MEKTPOMArHUTHBIE U3ITyYEHUs 1 HABOJIKU
CA3 — cuctema aHanu3a 3alUIIEHHOCTH
C3U — cpencTBa 3amnuThl UH(GOpMaLUU
C3I1dn — cucremMa (TIocucTeMa) 3alTUThI IEPCOHATBHBIX JTAHHBIX
COB — cuctema 0OHapyXeHUS BTOPKEHUH
TKYU — Texauueckue KaHasbl yTeuky HH(opMarim

VYBIT/IH — yrpo3sl 6e301acHOCTH EPCOHATBHBIX TAHHBIX

11



12

BBEOEHWE
Hacrosimee  Ilomokenme  wHGOpMAMOHHOW ~ 0€30MAaCHOCTH B MYHHUIUIIAIBHOM
YUpEXIEHUN KyIbTypbl «»My3ell uctopuu ropopa bponnuus» (namee mo tekery — MYK
«My3eii ucropuu ropopa BpoHHUIBI), sBISETCS OQHUIMATILHBIM JTOKYMEHTOM, B KOTOPOM
OTIpeJieicHa CHCTEMa B3MIIIIOB Ha obecriedeHne nHpopManmonHoi 6e3omacHocT MYK «My3eit
UCTOpHUH ropoaa bpoHHULIBI.

Heo6xonumocts pa3pabotku [lomoxeHus: o0yciioBiieHa CTPEMHUTEIbHBIM PACIIMPEHUEM
cepbl MPUMEHEHUSI HOBEHIIMX MH(POPMAIIMOHHBIX TEXHOJIOTUH U mporeccoB B MYK «Myseit
ucropuu ropoaa bpoHuutps, npu 06padoTke nHGOpMAIK BOOOIIE, ¥ IEPCOHATBHBIX JAHHBIX B
YAaCTHOCTH.

Hacrosimee IlonoxeHue ompenenseT OCHOBHbIE LENM M 3a7add, a Takxke OOLIyIo
CTPaTEeTHI0 MOCTPOEHUS CUCTEMBI 3aluThl nepcoHanbHbIX JaHHBIX (C3I1IH) MVYK «Myseit
uctopun ropoga bponuunel». Ilonmoxenue omnpenenser OCHOBHbE TpeOoBaHMsSI M 0a30BbIE
MOJXO/bI K UX pealln3aluu, 1Jis JOCTHKEHHs TpeOyeMoro ypoBHs 0€30MacHOCTH MH(DOPMALHH.

[Tonoxenue pa3paboTaHO B COOTBETCTBUU C CHCTEMHBIM IOJIXOJOM K OOECIeYEeHHUIO
uHpopMarmonHon Oe3onmacHOCTH. CHCTEMHBIN MOAXOM MpEAIoyaracT MpPOBEACHUE KOMILIEKCa
MEpOIPUITUHA, BKJIIOYAIOIIUX HCCIEAOBaHUE yIrpo3 HH(OpPMAaLMOHHONW O€30MacHOCTH U
pa3paboTKy cuctembl 3amuThl I1JIH, ¢ MO3MIMN KOMIUIEKCHOIO HNPUMEHEHUS TEXHUYECKHX MU
OpPraHMU3ALMOHHBIX MEP U CPEICTB 3aILUTHI.

I[Ton wHbopMmammoHHOW  Oe3omacHocThto  IIJ[H  mMOHMMaeTcs  3aMIUIIEHHOCTH
MIEPCOHANBHBIX JaHHBIX W 00pabaTeIBalOIel MX MH(PACTPYKTYpE OT JIFOOBIX CIYYalHBIX HITH
3JI0HAMEPEHHBIX BO3AECHCTBUM, PE3yJIbTATOM KOTOPBIX MOXKET SIBUThCSI HAHECEHHE ylepOa caMoi
uHpopmaruy, ee Biagenbuam  (cyobektam  IIJIH) wmm uHppacTtpyktype.  3anmaum
MH(POPMAITMOHHON O€30MaCHOCTH CBOJATCS K MUHUMH3AIMH yIiepOa OT BO3MOXHOM pean3anuu
yrpo3 OesomacHoctd IIJIH, a Takke K NPOTHO3HPOBAHUIO U TPEAOTBPAICHUIO TAaKHX
BO3JICHCTBUH.

[TonoxeHue CIyXHUT OCHOBOM M pPa3pabOTKM KOMIUIEKCAa OpraHU3allMOHHBIX H
TEXHUYECKUX Mep Mo obecneueHnio mHpopmanuonHoi OezomacHoctn MYK «My3seli ucropun
ropona bpoHHHUIB», @ TaK)Ke HOPMATUBHBIX M METOAWYECKUX JOKYMEHTOM, 00ECTICUMBAIOIINX €€
peanu3anuio, U He IpearnosaraeT MOAMEHbl (DYHKIMH TrocyJapCTBEHHBIX OpPIaHOB BIACTH
Poccuiickoit ®enepaunu, oTBevaromuUX 3a olecrnedeHHe Oe30MacHOCTH WH(POPMALMOHHBIX

TEXHOJIOTH U 3aIUTy HH(DOPMAIHH.
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[TonoxxeHue sABISAETCS METOAOIOTHUECKOM OCHOBOM JUIS:
* ¢opMuUpOBaHUS U TIPOBEJACHUS E€IUHOW TOJUTUKH B O0JacTH OOeCTeYeHUs
6e3onacHoct MYK «Myseit uctopuu roposia bpoHHHIIB»;
® [pUHATHUS YIPaABICHYECKUX pPEIIeHUH M pPa3pabOTKH MPAKTUYECKUX Mep M0
BOIUIOIICHUIO TONUTUKH Oe3omacHoctr IIJ[H u BBIPAaOOTKM  KOMILIEKCa,
COTJIACOBAHHBIX Mep HOPMAaTUBHO-IIPaBOBOTO, TEXHOJIOTUYECKOT0 u
OpraHU3aIMOHHO-TEXHUYECKOTO XapaKTepa, HalpaBIICHHBIX Ha BBISIBICHHE,
OTPaXEHUE W JIMKBUJIALMIO TOCIEACTBUN pealu3aldy pa3InyHbIX BHUJIOB yIpo3
1/Tm;
® KOOpPAMHALMM JESITEIBHOCTH CTPYKTYPHBIX MOJpa3aeiIeHUN MVYK
«My3eit uctropun ropoga BpoHHUIBI» TpU MPOBEACHUH PadOT MO Pa3BUTHIO U
skcrryaranuu UCI Il ¢ cobmonennem TpeboBaHuil odecriedeHns: 6e30macHOCTH
1 /Tn;
* pa3pabOTKu NPEUIOKEHUIH MO COBEPUICHCTBOBAHUIO MPABOBOr0, HOPMATHUBHOTO,
METOAMYECKOr0, TEXHUYECKOT0 ¥ OPTaHU3allMOHHOTO oOecreyeH st 6e301acHOCTH
11 B UCITAn MVYK «My3eii ucropuu ropoaa bpoHHULIBD).
[IpaBoBo#t 0a3oii Ui pa3paOOTKM HACTOSIIETO TIOJIOKEHUSI CIyXKaT TpeOOBaHHUS
NehcTByIOMMX B Poccuy 3aKOHONATENBHBIX U HOPMATHBHBIX JOKYMEHTOB IO OOECIIEYCHHIO

0e30macHOCTH MepcoHanbHBIX qaHHbIX ([T1H).
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1 Oowmme mosoxKeHUs

C3I11n npencraBiseT co00M COBOKYIMTHOCTh OPTaHU3AIMOHHBIX U TeX-
HUYECKUX MepornpusaTui s 3amuthl [1/IH OT HempaBOMEpHOTo WM CIy4yalHOTO JOCTyIa K
HUM, YHUUTOXXEHUSI, ©3MEHEHUs, OJIOKUPOBaHUs1, KONUPOBaHUsl, pactipoctpaHeHus [1/]H, a Taxxke
VHBIX HETIPABOMEPHBIX JAECUCTBUI C HUMHU.

be3zonacHOCT,  mMepCOHANBHBIX  JAHHBIX  JIOCTUTAeTCs  MyTEM  HUCKIIOUYEHHS
HECAHKIMOHUPOBAHHOTO, B TOM YHCIE CIYy4YalHOTO, JOCTyNa K MEPCOHAIbHBIM JIaHHBIM,
pe3yabTaTOM KOTOPOIO MOXKET CTaTh YHUUTOKEHHE, U3MEHEHHE, OJOKHMpOBaHHUE, KONHMPOBAHUE,
pacmpocTpaHeHHE MEPCOHATBHBIX JaHHBIX, @ TAKYKE MHBIX HECAHKIIMOHUPOBAHHBIX JICUCTBHI.

CrtpykTypa, COCTaB M OCHOBHbIE (DYHKIIMM TEXHMYECKMX M OPraHM3aIlMOHHBIX
Meponpuatuit C3IIJIn ompenensitorcst ucxons u3 ypoBHs 3auumieHHoctH (kmacca) MCIIH,
YCTaHOBJICHHOTO B COOTBETCTBUU ¢ TpeboBanusimu [loctanosnenus [IpaButensctBa Ne 1119 ot 1
HostOpst 2012 1., mpukaza ®CTOK Poccum Ne 17 ot 11 deBpans 2013 r., mpukaza ®CTIK
Poccun Ne 21 or 18 depanms 2013 1., a Takke B COOTBETCTBUH C  TpeOOBaHUSIMH
[Tocranosnenus IlpaButensctBa Poccuiickoit @enepamu Ne 687 «OO0  yTBepKaAeHUU
[Tonoxenust 06 OCOOEHHOCTSAX 00pabOTKM MEPCOHAIBHBIX MAHHBIX, OCYIIECTBISIEMOH 0e3
WCTIONB30BaHuA cpeAcTB aBToMaruzauum». C3IIJIH BKIOYaeT OpraHU3alMOHHBIE MEpPHI H
TEXHUYECKHE  cpencTBa  3amuThl  uHpopmanmu (B TOM  yHcle  MH(pPOBaIbHBIE
(kpunrorpadguuecKue) cpencTBa, CpeACcTBa MPEIOTBPAIICHNS HECAHKIIMOHUPOBAHHOTO JOCTYTIA,
YTEUKH HH(OpMAIUU MO0 TEXHUYECKUM KaHajlaM, MPOTPaMMHO-TEXHMUYECKUX BO3JICHCTBUN Ha
TeXHUYEeCKue cpenctBa oopadorku [1J[H), a Takke ucnonb3yembie B MHPOPMAITMOHHONW CUCTEME

I/IH(I)OpMaI_[I/IOHHBIe TCXHOJIOTHH.

OTu Mepbl PU3BAHBI 00ECTIEYUTD:
* KOH(QUACHUUAIBHOCTh HHpOpMaLUU (3allUTa OT HECAHKIMOHMPOBAHHOIO
03HAKOMJICHHS);
* [EJOCTHOCTh MH(pOpMaAIUU (aKTyadbHOCTh U HEMPOTHUBOPEUYMBOCTH HH(OpMAIUH,
€€ 3alUIIEHHOCTh OT pa3pylIeHHUs] U HECAaHKI[MOHUPOBAHHOTO U3MEHEHN);

® IOOCTYNIHOCTbH I/IHCI)OpMaI_[I/II/I (BOSMO)KHOCTB 3a HOpUEMIICMOC BpPEMA IIOJTYUYUTH

TpeOyeMyro HHPOPMAITHOHHYIO YCIIYTY).
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Cramgnu coznanus C3I1/]H BKITIOUarOT:

MpeanpoeKTHAs CTausl, BKIOYaromas npeanpoektHoe oodcnemnoBanue WCII/IH,
pa3paboTKy TEXHUYECKOrO (4aCTHOTO TEXHUYECKOTO) 3a/IaHUs Ha €€ CO3JaHNE;
CTafusl MPOEKTUPOBaHUS (pa3pabOTKU TMPOEKTOB) W peaTU3alMh MEpP 3alTUThI
C3I1/H;

cranusi BBojga B neiictBue C3II/IH, BKiOyaromiass ONBITHYH SKCIUIyaTallUl0 U
MPUEMO-CIaTOYHbIE HCTBITAHUS CPEACTB 3aIIUThl HHPOPMALIUHU, a TaKXKe OLEHKY

cootBercTBus C3I1/IH TpeGoBaHusIM Ge30MacHOCTH MHPOPMAITHH.

OpraHu3aliuoHHbIE MEPHI PEYCMaTPUBAIOT CO3JAHUE U MOAJEp>KaHUE MPaBOBOM 0a3bl

6e3onmacHoctu [I/In u pa3paboTky (BBeneHHE B JEHCTBUE) MpenycMOTpeHHbIX [lonuTukoi

uHpopmarmonHoi OezomacHoctn MCII/IH crnemyromux opraHu3arioHHO-PACIOPSAUTEIBHBIX

JIOKYMEHTOB:

[lnan meponpusaThii 1Mo obecredenuto 3amuThl [I[lH mpu ux oOpaboTke B
NCTI/n;

[Inan meponpusTuii 1O KOHTPOIIO obecniedeHus 3amuTel [1/1H;

[Topsimok pe3epBupoBaHus U BoccTaHoBIeHHs paboTocniocoOHocTr TC u I10, 6a3
nmanHeIX 1 C3U;

JomkHocTHas wHCTpyKuus amamubuctparopa WCIIJJH B wactu obecrneueHUs
6e3onacHoctu I1/1n npu ux o6padborke B UCII/H;

JloIpKHOCTHAsT MHCTPYKIMS agMuHUCTpaTopa 6e3onacHocti UCI1/IH;
HomxuocTHast wHCTpyKmus tmonb3oBarenss HWCII[lH B dactu obecrnieueHus
6e3onacuoctu [11n npu ux o6padorke B UCII/1H;

Nuctpykuus Ha ciydali BOSHUKHOBEHHUS BHEIITATHON CUTYallUH;

WMHCcTpyKuuss 1o pasMelieHHI0, OOOpYIOBAHUIO W OXpaHe IOMEUICHUH, Ine
XPAHATCS IEPCOHANIBHBIE JAaHHBIC, 110 XPAaHEHHUIO IIEPCOHAIBHBIX JAHHBIX Ha
OyMa)KHBIX HOCUTENISIX M HOPSAAKY pabOThl HCHOJHUTENEH C MEePCOHATBLHBIMU

JaHHBIMH Ha 6YMa}KHBIX HOCHTECIIAX I/IH(bOpMaI_II/II/I.

Texamueckue MCpPBbI  3alllUThI  PCAIM3YIOTCA Iopu 1nomMomu COOTBCTCTBYIOIIHUX

IMPOrpaMMHO-TCXHHYCCKUX CPEACTB U MECTOJ0B 3allIUTHI.

Hepequb HCO6XO,Z[I/IMLIX MCp 3allHThL HH(bOpMaLIHI/I OIpeaACIACTCA IO PE3yIbTaTaM

BHyTpeHHe# nposepku 6e3omnacnoctu UCIIn MYK «My3eit uctopuu ropoga bpoHHUITBD.
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2 3apauu C3I1In

Ocnonoit nienpto C3I1/IH sBiIsIeTCST MUHUMU3ANKS yiepOa OT BO3MOXHOW peaTu3aliu

yrpo3 6ezonacuoctu [1/1H.

JInst TOCTH>KeHHsT OCHOBHOM 1ienu cuctema Oe3onacHocTu [1J[H momkHa oOecrieunBaTh

3¢ (peKTUBHOE pelIeHne CASAYIONNX 3a/1a4:

3a0MTy OT BMemareiabcTBa B mpouecc (ynkunonupoBanus HWCIIAx
MOCTOPOHHUX JHI (BO3MOXKHOCTh ucnonb3oBanuss MCIIJIH u noctynm k ee
pecypcam JOJDKHBI HMMETh TOJIBKO 3apETUCTPUPOBAHHBIE  YCTAHOBJICHHBIM
HOPSIIKOM MOJIb30BATENN);

pasrpaHU4eHHE JOCTyNA 3apErUCTPUPOBAHHBIX IOJIb30BATENIEH K anlapaTHbIM,
nporpaMMHbeIM U HH(popMannoHHbIM pecypcam MCII/IH (BO3MOXKHOCTH AOCTyHa
TOJIBKO K TEM PECypcaM M BBIIIOJIHEHHUS TOJBKO TEX ONEpanuil ¢ HUMH, KOTOPBIE
HEoOXOUMbl KOHKpEeTHbIM moiyb3oBatensiM VCII[IH A BBINONHEHUS CBOMX
CITyXKeOHBIX O0O0S3aHHOCTEH), TO €CTh 3alIUTy OT HECAHKIIMOHUPOBAHHOTO
JOCTyTa:

K nHpopmaruy, nupkymupyromeit B UCI1/1H;

cpenctBam BerunciauTenbHor Texuuku UCITH;

anmapaTHbIM, MPOTPAMMHBIM U KPUNTOTpapUUYeCKUM CpEeACTBaM  3allIMThI,
ucnonbzyembiM B ICIT/IH;

PETUCTPALMIO JIEHCTBUM TIOJB30BATENEH IPU MCIIOJIB30BAHUM 3alIMINAEMBIX
pecypcoB UCII/IH B CHCTEMHBIX JKypHajaXx M IEPUOJUYECKHI KOHTpPOJIb
KOPPEKTHOCTU JEHCTBHUU I0JIb30BATEIIEW CUCTEMBI IIyTEM aHAJINA3a COLEPKUMOIO
3TUX )KYPHAJIOB;

KOHTPOJIb LIEJIOCTHOCTH (0OecreueHue HEM3MEHHOCTH) CpeIbl HCHOTHEHUS
IIPOrpaMM U €€ BOCCTAHOBJICHHE B CIIy4ae HAPYIICHHUS;

3alIUTy OT HECAHKIMOHMPOBAHHOW MOMM(UKALMU M KOHTPOJIb IIETOCTHOCTHU
ucnonibdyeMbix B UCIIIH mporpaMMHBIX CPEACTB, a TAaKXKe 3alUTy CUCTEMBI OT
BHEJIPEHMS] HECAHKIIMOHUPOBAHHBIX IPOTPaMM;

3anmty [TJ[H OT yTeyku 1o TEXHHYECKUM KaHajlaM MpH ee 00paboTke, XpaHEHUU
U Tiepeaye 1o KaHajlaM CBS3H;

samuty [1J1H, Xpanumoii, oOpabaTeiBaeMOil U TepeaaBacMoil MO KaHaJlaM CBSI3H,

OT HCCAHKIMUOHUPOBAHHOTO pa3rilalliCHUA UJIN UCKAXKCHUA,
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o0ecrieueHne >KUBYYECTH KPUNTOrpaUUECKUX CPENCTB 3allUThl HH(pOpMAIUH
IIPY KOMITPOMETALIUH YACTHU KIIFOUEBOU CUCTEMBI;

CBOEBPEMEHHOE BBISIBJICHHE HCTOUYHUKOB yrpo3 Oe3zomacHoctu I1J[H, nmpuuuH u
yCIIOBUH, CMOCOOCTBYIOIIMX HaHeceHHIo yiepOa cyobektam [I/[H, coszmanue
MeXaHU3Ma OIEePAaTUBHOTO pearupoBaHus Ha yYrpo3el Oe3omacHoctd I[IJIH ©
HEraTUBHBIC TCHACHIINHU,

CO3JaHUC yCJIOBI/Iﬁ I MUHHUMU3allMM MW JIOKaJIW3allMM HAaHOCHMOI'O yLuep6a
HETPaBOMEPHBIMU JCUCTBUAMH (DU3MYECKUX W IOPUIMUYECKUX JIHI, OcialieHue
HEraTUBHOI'O BJIWSAHUA W JIUKBHIAIIHA HOCJ'I@,ZICTBI/IfI HapymcHHA 0e30I1acHOCTH
I1]1H;

o0opyoBaHuE U OXpaHa MOMEIICHUH, Te XPaHITCs IEPCOHANIbHBIC TAHHBIE;
COONMIONICHNE TOpSIIKA XpaHEHUS TMEPCOHANBHBIX JaHHBIX Ha OyMa)KHBIX
HOCHUTEIIAX;

coOmIofieHe TOpsiIKa XpaHEHHs Kiroued oT momenlieHui rae xpansarcs [1/In Ha
OyMa)KHBIX HOCHUTETISIX;

coOMoIcHNe TOpsaKa padOThl UCHOTHHUTENEH ¢ MEepCOHANBHBIMH JaHHBIMHA Ha

OyMa)kKHBIX HOCUTEISX UH(POpMALIUH.
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3 O0beKThI 3alHUTHI

Ilepevyenb nHPOPMAITMOHHBIX CHCTEM
B MVYK «Mys3eit ucropun ropoga bpoHHHIIBD TPOU3BOAUTCS 00pabOTKa MepCOHATBHBIX

JTaHHBIX B MH(QOPMAIIMOHHOM cucTeMe 00paboTku nepcoHanbHbIX AaHHbIX (MCITIH).
[Tepeuens UCII[AH ompenensiercs B mporecce pabOThl KOMHCCHHM, TIO MTOram padoT

KOTOpo# cocTtaisiercs akT kinaccudukammu MCIT/IH.

IlepeyeHb 00BEKTOB 321U THI
OObexkraMu 3amMTHl  ABISAIOTCS — HHopManus, obpabateiBaemas B WCII[AH, u

TEXHUYECKHE CPEJICTBA €€ 00paboTku M 3anmuThl. CIIHCOK MEPCOHATBHBIX JaHHBIX, MOJISKAIIUE
3almTe, onpenesieH B [lepeune nepcoHanbHbIX JaHHBIX, omiexkamux 3anmre B MCITIH.

OOBEKTEI 3alIMThI BKJIFOYAKOT:

° OO6pabarpiBaemast UHpOpMALIKSL.

*  Texnomormueckas uH(Gopmaus.

*  I[IporpamMMHO-TeXHHYECKHE CPEACTBA OOPAOOTKH.

. Cpencta 3amutsl [1]1H.

*  Kanansl uH(pOpMaIMOHHOTO 0OMEHA U TEIEKOMMYHHKAIINH.

° OOBEKThI ¥ TOMEIIEHUS, B KOTOPBIX pa3MenieHbl komnoHeHTsl UCTI/H.
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4 Kuaaccupuxanus noanzoBareneit UCIIIn

[Tonp3oBarenem WCII/[H sBnsercs Mo, ydacTBymoIlee B (PYHKIMOHUPOBAHUHU

HH(I)OpMaHHOHHOﬁ CUCTCMbI TICPCOHAJIBHBIX HJAaHHBIX WM HUCIHOJB3YIOIICC PC3YIIbTaThl €€

¢dbyakmuonuposanus. [lomszoBarenem WCII[Ia sBnsiercst mro6oit corpymauk MYK «Myseit

uctopuu ropona bponuuns», umeronmit goctyn k MCIIIH u ee pecypcam B COOTBETCTBUU C

YCTAHOBJICHHBIM ITOPAAKOM, B COOTBETCTBUU C €TO Q)YHKHI/IOHEUILHBIMI/I 0053aHHOCTSIMH.

[Tonb3oBarenu UCII/IH nensitcs Ha TpU OCHOBHBIE KATETOPUU:

AnmuHECTpaTOp HHOOPMAIIMOHHON 6E€30MACHOCTH.

Corpymaukn MYK «My3eit uctopun ropoga BpoHHUIIBI», KOTOPbIE 3aHUMAIOTCA HACTPOMKOM,

BHCIAPCHHUEM W COIIPOBOXICHUCM CHCTEM 0e30MacHOCTH. A,I[MI/IHI/ICTpaTOp b O6J'Ia,l'[aeT

CJIEIyIOLIUM YPOBHEM JIOCTYIIA:

o0nazaerT MONHOM MH(poOpManued O CUCTEMHOM M MPHUKIAJHOM MPOrpaMMHOM
ob6ecnieuenuu UCIIH;

oOsazaeT MOJHOW MHGpOpMaLUEel O TeXHUYECKHX CpeACTBaxX M KOH(pUrypauuu
NCII/H;

UMEET JOCTYNl KO BCEM TEXHMYECKHUM CpEeACTBaM OOpabOTKM WHGPOpMaLUU U
naaabiM MCITH;

He o0jajgaeT NpaBaMU KOH(QUIYpHUpPOBAHUS U aIMHUHHUCTPATUBHOM HACTPONKH

texHnuyeckux cpeacts UCIIJIH.

Anmvunucrparop UCTIJH.

Corpymnuku MYK «My3eit uctopum rtopoma BpoHHHIIBD», KOTOpBIE 3aHUMAIOTCA

COITPOBOXIACHUEM IIPOTPaMMHOI'O o0OecIeueHus.

Anmunuctpatop UCIIIa obnanaet cieayomuM ypoBHEM TOCTyNA:

obnamaer nHpopmanueii 00 anropuT™Max U mporpamMmax o0padoTKu WHGpOpMALUU
Ha UCI1/Ig;

o0maaeT  BO3MOXKHOCTSMH  BHECEHHS ~ OIMIMOOK,  HEIEKIapUpPOBAHHBIX
BO3MOXKHOCTEH, MpPOrpaMMHBIX  3aKJaJ0K, BpPEJAOHOCHBIX MpOrpaMM B
nporpamMHoe oOecnieduenue MCII/IH Ha ctaaum ee pa3paboTKH, BHEAPEHHS U
COIIPOBOXKICHHUS,;

MOXET pacrosararb JtoObIMU (pparMeHTamMu uHpopmaiuu o tonosoruu MCII/Ix

U TCXHUYCCKHUX CPCACTBAX O6pa6OTKI/I 1 3alllUThI HI[H, O6pa6aTBIBaeMBIX B

WCTI/Ti;
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* oOmamaer mnpaBaMu KOH(MDUTYpUPOBAHUS U AJIMHHUCTPATUBHOM HACTPOUKH

texHuueckux cpeacts MCIIH.

Omneparop UCIT /1.

Cotpymauxu nonpasaenennii MYK «Myselt ucropuu ropoga bpoHHUIBD) y4acTBYIOMINX
B mpomecce skcruryataruu WCITJIn. Omepatop WCII[In oOmamaer ciemyromuyM ypOBHEM
JOCTyTIA:
® oOnmamaer BceMH HeOOXOOUMBIMU  aTpuOyramu  (Hampumep, HapolieMm),
00ecreynBaOLMMH JOCTYI K HEKOTOpoMy noamMHoxecTBy I1/1H;

¢ pacoomaract I(OH(I)I/II[GHI_H/IaJIBHLIMI/I JAAaHHBbIMHU, K KOTOPBIM UMCCT NOCTYII.
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5 OcHOBHBbIE IPUHLIMIIBI IOCTPOEHHUS CUCTEMbI KOMILIEKCHOM 321U THI HHGOpMaIu
[Toctpoenne cucremsl obecneuenus OeszonmacHoctu I[1[In UMCIIIan MVYK «Mysei

UCTOpPUH TOpoAa bpoHHUIBY © ee (DYHKIIMOHUPOBAHHE JOJDKHBI OCYIIECTBISATHCS B
COOTBETCTBHH CO CJIEAYIOIIMMHA OCHOBHBIMU MPUHITUTIAMU:

*  3aKOHHOCTb;

*  CHCTEMHOCTH;

*  KOMIUIEKCHOCTB;

*  HEMpPephIBHOCTS;

* CBOEBPEMEHHOCTB;

* MPEEeMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIICHCTBOBAHMUS;

* [epcoHajbHasi OTBETCTBEHHOCTb;

* MHUHHMU3ALUA [TOJTHOMOYHU;

*  B3aMMOJICHCTBUE U COTPYIHHYECTBO;

* THUOKOCTh CHCTEMBI 3aIllUTHI,

®  OTKpPBITOCTbH QJITOPUTMOB M MEXAHU3MOB 3aILUTHI;

* MPOCTOTA MPUMEHEHHS CPEJICTB 3aIUTHI;

* Hay4Hast 00OCHOBAaHHOCTb U TEXHUYECKAs PeaTu3yeMOCTh;

* crenuanu3aus u npoecCHOHaTN3M;

*  00s3aTeNbHOCTh KOHTPOJIS.

3aKoHHOCTH
[Ipeamonaraer ocymecTBICHUE 3alUTHBIX MeponpusaThii U paspaborky C3IIJJlH MYK

«My3eil uctopuu roposa bpoHHUIBI» B COOTBETCTBHM C JEHCTBYIOLIMM 3aKOHOAATENHCTBOM B
obmactu 3aumtel [IJIlH ¥ JOpyrux HOPMATHBHBIX aKTOB IO Oe30macHOCTH WHGOpPMAIUH,
YTBEPKJICHHBIX OpraHaMM TIOCYAApCTBEHHOM BJIACTM M YNPABICHUA B IpeAeliax Hx
KOMITETEHIINH.

ITonb3oBatenn u obcmyxuBatommii nepconan II/ln UCIT/In MYK «Myseit ucropun
ropoga bBpoHHHUIBI» NOMKHBI OBITH OCBEJOMIJIEHBI O TMOpPAAKE paboThl C 3alUIaeMOi
nHpOpMaIe 1 00 OTBETCTBEHHOCTH 32 HapylIeHHe mopsiaka 3amuTsl [1/1H.

CucreMHOCTH
Cuctemubiii nonxop k nocrpoennto C3I1In MYK «Myseit ucropuu ropojga bpoHHUIIB»

npeamnojiaract ydeTr BCEX B3aMMOCBA3AHHBIX, BSaHMOI[eﬁCTBYIOIHHX U H3MCHAIOHNINXCA BO
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BPEMEHU JJIEMEHTOB, YCIOBUM U (DaKTOPOB, CYIIECTBEHHO 3HAYUMBIX JJIi TOHUMAaHUS U
pemenust npodaemsr obecrieuenust 6e3onacuoctu [1Ix UCIT[In MYK «My3eit ucropun ropoaa
BpoHHUITBI.

[Ipu co3manuu cUCTEMBI 3aIIMTHI JOJDKHBI YUUTBHIBATHCS BCEe Ciadble M Hamboee
ysI3BUMBIE MecTa cUcTeMbl 00pabotku I1/[H, a Takxke XapakTep, BO3MOXHBIE OOBEKTHI U
HaIPaBJICHHS aTax Ha CUCTEMY co CTOPOHBI HapYIIUTENICH (ocobenHo
BBICOKOKBATH(HUIIMPOBAHHBIX 3JOYMBIIUICHHUKOB), IMyTH MPOHUKHOBEHHSI B pacIpelleleHHbIE
cuctembl 1 HCJI k nndopmaruu. Cuctema 3aiuThl JOMHKHA CTPOUTHCS C YUYETOM HE TOJIBKO BCEX
M3BECTHBIX KaHaioB npoHukHOBeHuss W HCJl xk mHboOpmanmu, HO U C y4€TOM BO3MOKHOCTH
MOSIBJICHUS IPUHITUITHAIHHO HOBBIX IMyTEH peanu3aluy yrpo3 6€301macHOCTH.

KoMmiekcHocTn
KomrmtekcHOe HCToIb30BaHNe METOIOB M CPEACTB 3aIlUTHI TPE/IIOJIaracT COTIaCOBaHHOE

MPUMEHEHUE PA3HOPOJIHBIX CPEACTB IMpPU MMOCTPOCHUM LEIOCTHOM CHUCTEMBI 3alllUThI,
MEePEKPHIBAIOIIEH BCE CYIIECTBEHHBIC (3HAYMMbBIC) KaHAIBI pealin3allii yIpo3 U HE cojepIKalieit
cmaObIX MECT Ha CTHIKAX OTICIBHBIX €€ KOMIIOHEHTOB.

3amuTa J0JKHA CTPOUTHCS SUISIIOHUPOBaHO. JlJis KaxX/I0ro KaHalla yTedkd HHPOopMaIiu
U 7S KOKJIOW yrpo3bl 6€30MacHOCTH JOKHO CYIIECTBOBATh HECKOJIBKO 3aIlIUTHBIX PYOEKEH.
Coznanue 3alUTHBIX pyOekel OCYIIECTBIISETCS C YYETOM TOro, YTOOBI Ul UX IMPEOJOJICHUS
MOTCHIIMAIIPHOMY 3JIOYMBIIIJICHHUKY TPeOOBaIuCh MpoQecCHOHATbHBIE HABBIKM B HECKOIBKUX
HEB3aMMOCBS3aHHBIX 00JACTSIX.

Buemmnsss  3ammTa JomKHA — oOecmieuuBaThesl (PU3MYECKUMHU  CPENCTBaMH,
OpPraHM3AIMOHHBIMH W TPaBOBBIMU Mepamu. OTHUM U3 HaubOoee YKPEIUICHHBIX pyOexei
MPU3BaHbl OBITH CPENCTBA KPUNTOTPA()UUECKON 3aIlIUTHI, PEaTM30BAHHBIC C HCIIOJIH30BAHUEM
texHosorun VPN. TlpuknagHoi ypoOBEeHb 3alllUThI, YYMTHIBAOIINH OCOOEHHOCTH TMPEIMETHON
o0acTu, MpeACTaBIseT BHYTPECHHUH PyOeK 3aIUTHI.

HenpepsiBHocTb 3amuThl 1110
3ammra [IJ[H — HEe pa30oBOoe MEpPONPUITHE M HE MPOCTasi COBOKYMHOCTH MPOBEIECHHBIX

MEpOINPHUATHI M YCTAHOBJICHHBIX CPEACTB 3AIMUTHI, A HEMNPEPHIBHBIA [E€IECHANPABICHHBIN
MpoIEecC, MPEANOoNaralouiii MPUHATHE COOTBETCTBYIOIIMX MEP Ha BCEX ATamax >KU3HEHHOTO
nukia UCTIH.

UCII[AH nomKHBI HAaXOAUTHCS B 3aAlIUIICHHOM COCTOSHUM Ha TMPOTSHKEHUU BCETO
BpeMeHU MX (YHKIIMOHUPOBAHUS. B COOTBETCTBUM C ATUM MPUHIIUAIIOM JOJDKHBI TPUHUMATHCS

Mephbl 1o Hegonyuienuto nepexoga MCII/IH B He3amUIeHHOE COCTOsTHUE.
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BonpmmmHCTBY (pU3MYECKUX ¥ TEXHHUYECKUX CPEACTB 3aIUTBl Uil 3(PPEKTUBHOTO
BBITNIOJIHEHHUS CBOMX (YHKUMN HEoOXoArMMa IOCTOSHHAs TEXHUYEcKass W OpraHu3alioOHHas
(amMuHUCTpaTHBHAs) TOJZIEpKKa (CBOEBpEMEHHass CMeHa M OOeCIeueHUe MPaBHIBHOTO
XpaHeHHWss W TpPUMEHEHMs MMEH, TMapojed, Kiouell mudpoBaHus, MepeonpeaeieHne
nojHOMouni M T.aI.). llepepsiBbI B paboTe CPEACTB 3alUTBl MOTYT OBITH HCIIOJIb30BaHBI
37IOYMBIIIJIEHHUKAMU JJI aHAJIW3a MPUMEHSEMBIX METO/I0B U CPEJCTB 3aIIMUTHI, IS BHEAPEHUS
CHEUUATbHBIX MPOrPaMMHBIX M aNNapaTHbIX '3aKIagoK" W JPYruX CPEeACTB MPEOJIOJICHUS
CHCTEMBI 3aIIUTHI NIOCIIE BOCCTAHOBIEHUS €€ (DyHKIMOHUPOBAHMUS.

CB0OeBpeMeHHOCThH
[Ipenmonaraer ympexxaaroniuii xapakrep Mep odecriedenust 6e3omacuoctu [1J[H, To ecTh

MOCTAaHOBKY 3ajgady 1o komruiekcHo 3amurte MCIIAH u peanuszamuio mep obecrnedeHus
oe3omacHocTH I1/[H Ha panHux cramusax paspaborku MCIIIH B 1eI0M U €€ CUCTEMBI 3allUThI
UH(pOPMaIUH, B YACTHOCTH.

Pa3paboTka cucTembl 3alUTBl JODKHA BECTUCh MapaJlIeIbHO C pa3pabdoTKod M
pa3BUTHEM CaMOM 3alllMIIAeMON CUCTEMBI. DTO MO3BOJUT YUeCTh TPEOOBaHUS OE30MMaCHOCTH MpHU
IPOEKTUPOBAHUM APXUTEKTYpbl U, B KOHEYHOM cueTe, co3iaTh Oonee 3(PQeKkTuBHbIE (KaK IO
3aTpaTaM PecypcoB, TaK U IO CTOMKOCTH) 3allUIIEHHbIE CUCTEMBI.

IIpeeMmcTBEeHHOCTH U COBEPIIEHCTBOBAHUE
[IpennonararoT MOCTOSHHOE COBEPIIEHCTBOBAHME MEP U CPEJICTB 3alllUThl MH(pOpMaLUu

Ha OCHOBE MPEEMCTBEHHOCTH OPTaHU3aIMOHHBIX W TEXHUYECKUX PEIICHU, KaJpOBOrO COCTaRBa,
ananu3a GyaknuonupoBanus NUCIIJIH u ee cucTeMbl 3alIUTHI ¢ YI€TOM U3MEHEHUH B METOJIaX U
CpencTBax TmepexBara HH(OpMAalMK, HOPMATUBHBIX TPEeOOBaHHWM MO 3alIUTe, JOCTUTHYTOTO
OTEUECTBEHHOTO U 3apyO0e)KHOTO OIBITA B ATOH 00IaCTH.

IlepcoHanibHasi OTBETCTBEHHOCTh
[Ipeamonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obecmeueHue OeszomacHoctu [1/{n u

CUCTEMBI X 00pabOTKH Ha Ka)XJIO0TO COTPYAHUKA B Mpeieiax ero nmoiHoMounid. B coorBercTBuM
C JTUM MPHUHIHUIIOM pacrhpesieieHne TpaB U OOS3aHHOCTEH COTPYJHHKOB CTPOUTCS TaKUM
o0Opa3oM, 4TOOBI B ciy4ae JHOOOr0 HApYIICHHWS KPYr BHHOBHUKOB OBLT YETKO WM3BECTCH WIIH

CBEJICH K MUHAMYMY.
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IpyuHUMI MUHUMHU3AIUN TIOJTHOMOYUI

O3Hayaer IpeaoCTaBJICHUC IIOJIB30BATCIAM MHUHUMAaAJIBHBIX ImpaB A0CTyIa B
COOTBETCTBHM C MPOU3BOACTBEHHON HEOOXOAMMOCTHIO, Ha OCHOBE MPHUHIIMIA «BCE, YTO HE
pa3pelIeHo, 3apereHo».

Hoctyn k II/IH moymkeH MPenoCTaBIATHCS TOJIBKO B TOM Ciydae W 0ObeMe, €ClIM 3TO

HCO6XO)II/IMO COTPYAHUKY IJIA BBIIIOJHEHUSA €TI0 JOJDKHOCTHBIX 00s13aHHOCTEN.

B3aumopeicTBre M COTPYIHUYECTBO
[Ipennonaraer co3maHue ONaronmpusTHON aTMocdepbl B KOJUIEKTHBAX IMOJpa3ieIeHHH,

obecnieunBaronmx aesrenbHocTh UCII[IH MVYK «Myseit ucropun ropoga bpoHHMIBI», ams
CHW)KEHHMSI BEPOATHOCTH BO3HHKHOBEHUS HETATHBHBIX JICWCTBUI CBSI3aHHBIX C YEJIOBEYECKHM
(hakTopom.

B Takoif 00cTaHOBKE COTPYIHHMKH JOJDKHBI OCO3HAHHO COONIOAATh YCTaHOBJIEHHBIE
IIpaBUja U OKa3bIBaThb COJCHCTBHE B JEATEIBHOCTU IOAPA3JCICHUN TEXHUYECKOM 3allUTBhI
uH(bOpMaIIH.

I'mOxocth cucremsl 3amuThl I H
[IpuHsATEIE MEPBI U YCTAHOBJICHHBIC CPEJCTBA 3AIUTHI, OCOOEHHO B HAYaJIbHBIN MEPHOJT

WX DKCIUTyaTalid, MOTYT 0OecIleunBaTh KaK YPEe3MEpHBIM, TaK M HEIOCTATOUHBIH YPOBEHD
3alllUTHI. I[J'ISI O6GCHC‘I€HI/I$I BO3MOXXHOCTHU BapBI/IpOBaHI/ISI ypOBHeM 3allIMIIICHHOCTH, CpGZICTBa
3aIUTHl JOJDKHBI 00Ja/aTh OMpeneeHHON THOKOCThI0. OCOOEHHO BaXKHBIM O5TO CBOMCTBO
SIBIIIETCS B TEX CIIydasx, KOIJIa YCTAaHOBKY CPEJCTB 3allUThl HEOOXOAMMO OCYIISCTBIISATH Ha
paboTaronIyro cCUcTeMy, He HapyIas mpoliecca €€ HOpMaTbHOTO (PYHKIIMOHUPOBAHUSI.

OTKprTOCTb AJrOpUuTMOB U MEXAaHU3MOB 3allIUTBI

CyTh nmpHUHLHKIIA OTKPBITOCTH AJITOPUTMOB U MEXAHM3MOB 3aLUTBl COCTOMT B TOM, YTO
3alUTa He JO0JKHA 00eCeuuBaThCsl TOJIBKO 332 CUET CEKPETHOCTH CTPYKTYPHOM OpraHU3aluu U
AJITOPUTMOB (DYHKIIMOHUPOBAHHUS €€ MOACUCTEM. 3HaHUE AITOPUTMOB PAOOTHI CUCTEMBI 3aLUTHI
HE JIOJDKHO J]aBaTh BO3MOXKHOCTHU €€ IMpeojojieHus (fgaxe aBropam). OIHAKO, 3TO HE O3HAYaeT,

4T0 HH(pOpPMALIKS O KOHKPETHOM CHCTEME 3aIIUTHI JODKHA OBITH OOIIETOCTYITHA.

IIpocToTa npuMeHEeHUs CPEeACTB 3alIUThI

MexaHn3MBI 3allUThI JOJI?KHBI OBITH HUHTYUTHUBHO ITOHATHBI Y IIPOCTHI B UCIIOJIB30BaHUH.
HpHMeHCHI/Ie CPpCACTB 3alllUTHI HE TOJIZKHO OBITH CBI3aHO CO 3HAHHEM CIICHHNAJIBHBIX SA3BIKOB WJIHN

C BBIIIOJIHCHHUEM ,HCfICTBHfI, Tpe6y101111/1x SHAYUTCIIbHBIX HOOIOJHUTCIIBHBIX TPYyHAO03aTpaT IpU
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00BIYHOM PaboTe 3apEerHCTPUPOBAHHBIX YCTAHOBICHHBIM MOPSIKOM ITOJIB30BATENICH, a TaKKe HE
JOJDKHO TpeOOBaTh OT IOJIH30BATEINSI BBITIOJIHEHUS PYTHHHBIX MAJIOMOHATHBIX €My Omeparuit
(BBOJ HECKOJIBKHUX Mapojei U UMEH U T.1.).

I[OJ'DKHa JIOCTUraThCs aBTOMAaTH3allis MAaKCUMAaJIbHOIO YUCIIa JSUCTBUIM

Hay4yHasi 000CHOBAaHHOCTDH M TEXHHYeCKasl peajn3yeMocTh
WNHudopmaimoHHble TEXHOJOTHH, TEXHHYECKHE M TPOTpaMMHBIE CPEICTBA, CPEACTBA U

Mepbl 3alIUThl UHPOPMAIUU JOJDKHBI ObITh peain30BaHbl HA COBPEMEHHOM YPOBHE DPa3BUTHS
HayKM M TEXHHMKH, HaydHO OOOCHOBAaHbI C TOYKHM 3pPEHMS JOCTIHIKEHHs 3aJJaHHOTO YpPOBHS
O6ezomacHOCTH MH(OpPMAIMM ¥ JOJDKHBl COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaMm U
TpeboBaHusAM 10 Oe3omacHocTH [1]]H.

C3I1In nomkHa OBITh OPUEHTHUPOBAHA Ha PEIICHUS, BOZMOXKHBIE PUCKHU JI KOTOPBIX U
Mepbl MPOTUBOJACUCTBUS ATUM pPHCKaM IPOLUIM BCECTOPOHHIOIO TEOPETHUYECKYI0 U
IIPAKTHUUYECKYIO ITPOBEPKY.

Crnennanu3zauus u npogeccnoHaau3m
[Ipennonaraer mnpuBieyeHUE K pPa3pabOTKEe CPEACTB U pealu3ald Mep 3alUThl

nH(pOpMaIMH CENUATN3UPOBAHHBIX OpraHU3aluii, Hanbojee MOATOTOBIEHHBIX K KOHKPETHOMY
BUIY JEATEIbHOCTH MO obecneueHHto OezomacHocTH II/IH, MMeOHMMX OMBIT MPaKTHYECKON
paloThl ¥ TOCYIApCTBEHHYIO JIUIIEH3HUIO Ha MPAaBO OKa3aHMA YCIyT B 9Tod obiactu. Peanuzanus
aAMUHUCTPATUBHBIX MEP U OKCIUIyaTalUsl CpPEICTB 3alUThl JIOJDKHA OCYLIECTBIATHCA
npodeccuoHaIbHO MOJATOTOBIEHHBIMH CIEIUATUCTAMU MVK «Myselr ucropuun
ropozna bpoHHHLBD.

O0s3aTe IbHOCTH KOHTPOJISA
[Ipeanonaraer 0643aTeNbHOCTh U CBOEBPEMEHHOCTh BBISBJICHUS M MPECEUEHUs MOTBITOK

HapylIIeHUs YCTAHOBJIICHHBIX TpaBWiI obOecrieueHus OesomacHoctd IIJ[H Ha ocHOBe
HCIOJIB3YEMBIX CUCTEM M CPCIACTB 3alllUTHL I/IH(l)OpMaHI/II/I IIpU COBCPIICHCTBOBAHNU KPUTCPHUECB U
METOJIOB OIIEHKU 3()(HEKTHBHOCTHU STHX CHCTEM H CPE/ICTB.

KoHTposb 3a 1eATeNbHOCTBIO JII0OO0r0 MOJIb30BaTENsl, KaKJIOro CPEACTBA 3alUThl U B
OTHOUICHUH JIF000TO 0OBEKTA 3aIUTHI IOJHKEH OCYIIECTBISITHCS HA OCHOBE MTPUMEHEHHS CPEJICTB
OIIEPATHUBHOT'O KOHTPOJIA U PETUCTPAlMU U JOJDKCH OXBAThIBATh KaK HCCAHKIMOHUPOBAHHBIC, TaK

U CAHKIOUMOHUPOBAHHBIC HeﬁCTBHH TOJIb30BaTeJIeH.
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6 Mepsbl, MeTOIBI U CPeICTBa o0ecnieyeHusi TPeOyeMoro ypoBHsl 3allIMIIEHHOCTH
Obecneuenne TpeOyeMOro YpOBHS 3alllMIIEHHOCTH JOJDKHOCTH JOCTUraTbCs C

UCTIOJIb30BaHUEM Mep, METOJOB UM cpeacTB Oe3omacHocTu. Bce Mepsl obOecrieueHus
6e3onacHoctu MCIIJIH moapa3nensiroTest Ha:

* 3aKoHOJaTeJbHbIE (TIPABOBBIEC);

*  MOpPAJIbHO-3TUYECKHUE;

*  OpraHu3alMOHHBIE (AAMUHUCTPATUBHbIE);

*  (usmueckue;

* TeXHHUYECKHE (amnmapaTHbIE U IPOTPAMMHBIE).

3akoHoaaTebHbIE (IPABOBbIE) MEPbI 3A1UTHI
K npaBoBeiM MepaM 3allUThl OTHOCSTCS ACMCTBYIOIIME B CTPaHE 3aKOHBI, YKa3bl U

HOpPMAaTHBHBIE aKThl, perJIAaMEHTUpYIOIIUE MpaBuia oOpamienus ¢ I1J{H, 3akpemsionye npasa u
00s3aHHOCTH YYaCTHUKOB HMH()OPMAIMOHHBIX OTHOIICHWH B TMpoiecce ee o0paboTKu
WCIIOJIb30BaHMs, a TaKe YCTAHABIIMBAIOLIUE OTBETCTBEHHOCTh 3a HApPYILIEHHWS ATHX IpaBHII,
IPEMATCTBYS TEM CaMbIM  HENPAaBOMEPHOMY Hcnosb3oBaHuio I[/lH m  sBisrommecs
CIep’KUBAIOIIUM (aKTOPOM Il HOTEHIMAIBHBIX HAPYIIUTENIEH.

[IpaBoBBIE MepHI 3alIUTHI HOCAT B OCHOBHOM YIPEXKIAIOMINN, NPOQHIAKTHUECKUN
XapakTep U TpeOyloT TIOCTOSIHHOM pa3bsCHUTENbHOM paboThl C TMOJIb30BAaTENIIMU U
00CITyKMBAIOIIUM IT€PCOHAIOM CUCTEMBI.

MOpaJI])HO-3TI/I'-IeCKI/Ie MEpPbI 3alUThI
K MOPAJIbHO-3TUYCCKUM MEpaM OTHOCATCS HOPMbI IMOBCACHUA, KOTOPLIC TPAAULIMUOHHO

CIIOKHMITUCH WIIM CKJIAZIBIBAIOTCS IO Mepe pacnpocTpaHeHus OBM B cTpaHe mim obmiecTBe. OTH
HOpPMBI OOJIBIIEH YacThIO HE SIBISIOTCS 00s3aTeNIbHBIMH, KaK 3aKOHOAATENbHO YTBEPIKICHHBIE
HOPMaTHUBHBIE AaKThl, OJHAKO, UX HECOOIIO/IEHHME BEAET OOBIYHO K TMAaJeHUI0 aBTOPUTETA,
NPECTHKa YesloBeKa, IPYIIbI JIUI] WK OpraHu3alui. MopalbHO-3THYECKHE HOPMBI ObIBAIOT KaK
HeMnHcaHble (HampuMmep, OOIIeNpU3HAHHBIE HOPMBI YECTHOCTH, MaTPUOTHU3Ma U T.IL.), TaK W
MUcaHble, TO €CTh 0O(hOpPMIIEHHBIE B HEKOTOPBIN CBOJI (YCTaB) MpaBUJ WU MPEANUCAHUN.
MopallbHO-3TUYECKHE MEpPhI 3alIUTHl SBJSIOTCS MNPOPUIAKTUYECKUMU U TpeOyroT
MOCTOSIHHOW  paboThl MO CO3JAaHUIO 30POBOTO MOPAJIBHOTO KJIMMaTa B KOJJIEKTHBAX
nozpaseieHuil. MopalbHO-ITUYECKHAE MEphl 3aIIMTHl CHUXKAIOT BEPOSITHOCTh BO3HUKHOBEHMS

HETaTUBHBIX JCHCTBUMN CBS3aHHBIX C YEIOBEYECKUM (haKTOPOM.
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Oprann3zannoHHble (AAMUHUCTPATUBHbIE) MePbI 3aIIUTHI
Opranu3alimoHHbIe (aAMUHUCTPATUBHBIE) MEPHI 3AIIUTHI - 3TO MEPbl OPTaHNU3ALUOHHOTO

XapakTtepa, pergameHTupytomue mporecchl (pyakunonupoBanuss MCII/IH, wucnonp3oBaHue
pecypcoB HCIIH, naesaTensHOCTh OOCHY)KMBAIOIIEr0 TEpcoHala, a Takke MOPAIoK
B3anmozelictBusa nomnb3oBareneid ¢ UCIIJJH takum o00pazom, 4ToObl B HauOOJNBIIEH CTENEHH
3aTPYAHUTh WA HUCKIIOYUTH BO3MOXKHOCTb pealu3allid yrpo3 Oe30MacHOCTH WJIM CHU3UTH
pa3Mep NoTeph B CIydae UX pean3aliu.

I'maBHas 1enp aJIMUHUCTPATUBHBIX Mep — copmupoBars [lomuTuky MHPOpPMAIMOHHON
oesomacHoctu I1/IH (oTpakaromlyr0 MOAXOABI K 3amuTe HHPOpMalMu) U OOECIEUUTh €€
BBITIOJIHEHUE, BBIJIENISIST HEOOXOIMMBIE PECYPCHI U KOHTPOIUPYS COCTOSHUE JIE.

Peanuzamus [lomutuku wmHbopmanmonnoit 6ezonacHoctu [1Ix B UCIT/[IH coctosT u3
Mep aIMHUHHCTPATHUBHOTO YPOBHS M OPraHMU3AIMOHHBIX (MPOLEAYPHBIX) MeEp 3alllUThI
UHpOPMAITUH.

K aamuHuCTpaTMBHOMY YPOBHIO OTHOCSITCS PELICHUS PYKOBOJCTBA, 3aTparvBaroINe
nestensHocTh UCII/IH B nenom. OTu pemenus 3akpervisitoress B [lomuTtrke nHpopMaIiioHHOM
6e3omnacHocTu. [IpuMepoM Takux pemieHuit MOTryT ObITh:

* [MpUHATHE peuieHuss O (QOPMHUPOBAHUHM WM TEPECMOTpPEe KOMIUIEKCHOM
nporpamMmel obecrieuenust 6ezonacHoctu [1J[H, ompenenenne OTBETCTBEHHBIX 3a
€€ pealln3aluIio;

®* (dopmynupoBaHue IieNiel, IIOCTaHOBKA 3a/a4, ONpEeJesieHue HamlpaBiIeHHUM
NesTeNIbHOCTH B obnact 6ezonacHoctu [1/1H;

® MPUHATHE PEIICHWH IO BOMPOCAM peaju3aliH MporpaMMbl 0€30IacHOCTH,
KOTOpble paccmarpuBaroTcsi Ha ypoBHe MVYII «Pemakmus rasersr «IlobGema» B
LEJI0M;

* obecriedyeHre HOPMATUBHOH (TPaBOBOIA) Oa3bl BOMPOCOB 0€30MaCHOCTH U T.II.

[TonuTHka BEepXHEro ypoBHS JOJDKHA YETKO OYEPTHTHh c(pepy BIUSHUS U OTpPaHUUYCHUS
pu onpeaencHuN nenei 6esomacuoct [1/[H, onpeaenuTs KakuMu pecypcamu (MaTepuaibHbIE,
MepPCOHANT) OHU OYyIyT AOCTUTHYTHI M HAWTH pPa3yMHBIA KOMIIPOMHUCC MEXKAY MPHEMIEMbIM
ypoBHEM Oe3omnacHoCcTH u (pyHKITMOHaTEHOCTRIO MCIT/H.

Ha oprann3anmoHHOM ypOBHE ONPEENSIOTCS MPOUEAYPBI M MPABUIIA TOCTUKEHUS LIeTIeH
u peuienus 3aaa4 [lomutuku nndopmarmonnoit 6eonacHoctu [1/1H. DTu npaBuia onpeaensor:

* KakoBa 00JacTh MpUMEHEHHUs NOIUTUKU O6e3onacHocTu [1/1H;
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KaKOBBl POJIM M OOS3aHHOCTH JOJDKHOCTHBIX JIMI, OTBEYAIOIIME 32 MPOBEICHHE
noiauTuku 6ezonacHocty I1/IH, a Takke UX YCTaHOBUTh OTBETCTBEHHOCTD;

KTO MMeeT npasa pocryna K I1/1x;

KakMMH MepaMy U CpelicTBaMH obecrieunBaetcs 3ammura [1/1H;

KaKUMH MEpaMH U CpEICTBaMM OOECIeYMBAETCS KOHTPOIb 3a COOJIOCHHUEM
BBEJICHHOTO PEXHMa O€30MacHOCTH.

Opranu3zaliioOHHbIE MEPbI TOJIKHBI:

HpeAyCcMaTpuBaTh pPErJIaMeHT HH(GOPMALMOHHBIX OTHOIIEHUH, HCKIIIOYAIOLINX
BO3MO)KHOCTb ~HECAHKIIMOHMPOBAHHBIX JEHCTBUH B OTHOUICHHHM OOBEKTOB
3aIlUTHI;

ONpENENATh KOAIMIMOHHBIE M  HEpPApXUUYECKUE MPUHLUIBI WU METOJBI
pasrpannuenus gocryna K [11H;

OTIpeNIeIATh NOPSIOK PAdOTHI ¢ MPOrPAMMHO-MaTeMaTHYECKUMH U TEXHUUECKUMU
(ammaparHble) CpeACTBAMU 3alIUThl M KPUIITO3AILUTB W JPYIMX 3alIUTHBIX
MEXaHU3MOB;

opranuzoBath Mepbl npotusoaeiictBus HCJ| mnonb3oBarenstMu Ha 3Tanax
ayTeHTU(UKAIIUY, aBTOPU3AINK, HICHTU(HUKAIIMK, 00ECIICUYNBAIOIINX TapaHTHH

pcan3anuu 1npaB U OTBETCTBECHHOCTHU CY6’BCKTOB I/IH(l)OpMaLII/IOHHBIX OTHOILICHUH.

Opranu3alnoHHbIE MEPBI TOJKHBI COCTOSITh HU3:

pernamenTa noctyna B nomenienus MCII/1H;

MOPSIJIOK JIONyCKa COTPYAHHKOB K ucronb3oBaHuio pecypcoB MCII[n MVII
«Pemakmus rasetsl «Ilodemay;

periaMeHTa MpoleccoB BeAeHUs 0a3, JaHHBIX U OCYHIECTBICHUS MOIU(PUKALUU
MH(GOPMAIIMOHHBIX PECYPCOB;

pernamMeHTa TpOLECcCOB OOCTY)KMBAaHUSI M  OCYIIECTBICHUS MOAU(PUKAINA
anmnapaTHbIX U IporpaMMHbIX pecypcoB UCTI/H;

WHCTPYKLIUI I0JIb30BATEIICH NCIIdn (amMuHHCTpATOpa UCIIH,
agMuHuCTparopa Oe3omnacHoctu, oneparopa UCIIH);

MHCTPYKIIHUS MTOJIb30BATENs TP BOSHUKHOBEHUH BHELITATHBIX CUTYal[UH.
MHCTPYKIUSL 10 pa3MelIeHHI0, OOOpYIOBAaHUIO M OXpaHE IOMEIIEHUH, TIJe

XpaHATCA IICPCOHAJIBHBLIC TAaHHBLIC, IO XPAaHCHUIO IICPCOHAJIbHBIX OAdHHBIX Ha



29

OyMa)XHBIX HOCHUTENSX M TOPSAKY pPaOOThl UCHOJHHUTENIEH C MEePCOHATBHBIMU

JaHHBIMHU Ha 6YMa)KHBIX HOCHUTCIIAX I/IH(l)OpMaHI/II/I.

duznyeckue MEPbI 3alUThI
dusznueckue MCPBI 3allIATBI OCHOBAHBI Ha MPUMCHCHHU PA3HOI0 poJga MCEXAHUYCCKUX,

WIEKTPO- WM  DIIEKTPOHHO-MEXAaHWYECKMX  YCTPOMCTB W COOPYKEHHUH, CIEHHAIBHO
MpeIHa3HAYEeHHBIX JUIS CO3JaHusl (U3WYECKUX TMPENATCTBUH Ha BO3MOXHBIX —IYTAX
IIPOHUKHOBEHUSI M JOCTylla IOTEHLHUAJIbHBIX HAPYIIUTENEH K KOMIIOHEHTaM CHUCTEMBI H
3amMIaeMoil nHpopMaluK, a TaKKe TEXHUUECKUX CPEJCTB BU3YaIbHOTO HAOIIONCHHUS, CBSA3H U
OXpaHHOM CUTHAJIM3ALINH.

Odusnueckas 3alldTa 3JaHUNA, TOMEIIEHUH, OOBEKTOB M CPEICTB HH(POpMATU3ALUU
JOJDKHA OCYHIECTBIITHCS IIyTEM YCTaHOBJIEHHS COOTBETCTBYIOIIUX MTOCTOB OXPAHBI, C IOMOILBIO
TEXHUYECKHUX CPEJICTB OXpaHbl WU JIOOBIMH JPYrUMH CHOCOOaMH, MPEAOTBPAIIAIONMMH HIIN
CYLIECTBEHHO 3aTpyOHSIOIIMMU IPOHUKHOBEHHE B 3/aHHE, IOMEIICHMS IOCTOPOHHMX JIHIL],
XHILEHUE HMH(OPMAIMOHHBIX HOCHUTEJEH, caMuX CpPeACTB HMH(OpMaTH3aIUH, UCKIHOYAIOIIUIMU

HaXOXKICHHE BHYTPU KOHTPOIUPYEMOH (OXpaHsAeMOii) 30HbI TEXHUYECKUX CPEICTB Pa3BEIKH.

AnnapaTHo-nporpaMmMHuble cpeacTsa 3amuThl 1110

Texnuueckue (anmapaTHO-TPOrpPaMMHBIE) MEPBI 3aUThl OCHOBaHbI HA MCIOJIb30BAHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHENMAIBHBIX TporpaMm, Bxoasamux B coctaB UCII/Ix u
BBITIOJTHSIOMIMX (CAMOCTOATEIBHO WIIM B KOMILJIEKCE C JPYTUMHU CPEACTBaMH) (DYHKIIMH 3aIIUTHI
(umeHTUUKAIUIO W ayTeHTU(UKAIMIO TOJIb30BaTeNel, pa3rpaHUYeHHEe JIOCTyMa K pecypcam,
PETUCTPAIMIO COOBITHH, KpUNITOTpaguIecKoe 3aKphITHE HHPOPMAIIH H T.1.).

C yderom Bcex TpeboBaHMiI M MPUHIUIIOB obecnieuenusi 6e3omacHoctr [1/In B UCIIIH
M0 BCEM HAMpaBJICHUSM 3allUThl B COCTaB CHCTEMbI 3allUThl JOKHBI OBITH BKIIIOYEHBI
CIIEYIOILIUE CPEACTBA:

* cpeacTBa uaeHTH(UKAIWU (OMO3HABAHUS) W ayTeHTH(HUKAIUU (TIOATBEPKICHUS
NMOTMHHOCTH ) mojib3oBateneit MCII/IH;

® cpeacTBa pa3rpaHMYEHHs] JOCTyNa 3aperHCTPUPOBAHHBIX  IOJIb30BaTENEH
cucremsl K pecypcam UCITIn MYK «Myseit uctopun ropoga bpoHHULIBDY;

® cpenctBa oOecreyeHHMsT W KOHTPOJIS — LEIOCTHOCTH  MPOrPaMMHBIX U
WH()OPMAITMOHHBIX PECYPCOB;

® CpeacrTBa OIICPATUBHOI'O KOHTPOJIA U PEruCcTpauu COOBITHH 663OHaCHOCTI/I;
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Kpunrorpagpuyeckue cpeactsa 3amutsl [1/]H.

VYcnemHoe MNPUMCHCHUEC TCXHUUYCCKUX CPCACTB 3allUTbl HAa OCHOBAHUU IPHUHIHIIOB

(pa3men S5) mpenrnonaraeT, YTO BBHITIOJHEHWE TEPEUMCICHHBIX HUXE TpeOoBaHUN 00OecreueHo

OpraHu3allMOHHBIMHA (a,Z[MI/IHI/ICTpaTI/IBHBIMI/I) MCpaMH H  HCIIOJIb3YEMbBIMU (1)I/I3I/ILICCKI/IMI/I

CpCACTBAMMU 3allIUTHI:

obecrieveHa (u3nyecKkas 1eIocTHOCTh Bcex kKommoneHT CIT/Ix;

KKl coTpynHuk (monb3oBatenbs UCII/H) unu rpynna nojas3oBaTesiel UMeeT
YHHUKQJIbHOE CUCTEMHOE MMl U MUHUMAJIbHO HEOOXOAUMBIE /ISl BBIIIOJIHEHUS UM
CBOUX (DYHKLIMOHAJIBbHBIX OOSI3aHHOCTEH IMOJIHOMOYMS IO JOCTYIy K pecypcam
CUCTEMBI;

B UCII[In MYK «My3eit ucrtopun ropona bpoHHuib» pa3paboTka u oTiagka
nporpamm ocyiectsisiercs 3a npenenamu MCIIJIH, Ha UCTIBITaTENbHBIX CTEHAAX;
BCE M3MEHEHHUs KOH(MUTYypalMM TeXHUYEeCKUX M mporpammubix cpencts MCIIAx
IOPOU3BOIATCA  CTPOIO  YCTAHOBJIEHHBIM  IOPSAKOM  (PErMCTPUPYIOTCS U
KOHTPOJIUPYIOTCSI) TOJBKO Ha OCHOBAaHMM paclopsbkeHud pykoBojctBa MVYK
«Myzsel ucropuu roposa bpoHHUILBI;

ceTeBoe 000py0BaHUE (KOHIIEHTPATOPbl, KOMMYTAaTOPhl, MapIIPYTH3aTOPHI U T.I1.)
pacnojaraeTcsi B MeCTaxX, HENOCTYNHBIX JJs IIOCTOPOHHMX (CHELMAIBHBIX
MOMEIIEHMX, IKadax, ¥ T.11.);

cnenuanuctamu MYK «Myzell uctopun ropoga bpoHHHMIBD) OCYHIECTBISIETCS
HETIpephIBHOE YIIPABJICHUE U aIMUHUCTPATUBHAS MOAECPKKa (PYyHKIIMOHHUPOBAHUS

CPEJ/ICTB 3allHTHI.
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7 Kontpouas 3¢dextuBnoctu C3I1In

Kontpone a¢dexkrurocTn C3II/IH A0MKEH OCYIIECTBISETCS HAa  MEPUOIUYCCKOMN
ocHoBe. llenbto  KOHTponsi  I(PQPEKTUBHOCTH  SBISETCS  CBOECBPEMEHHOE  BBISBIICHHE
HeHaexamux pexumon padots! C3I1/IH (oTKIIIOYEHNE CPENICTB 3aLIUThI, HAPYILIEHUE PEXKUMOB
3aIUTHI, HECAHKITMOHUPOBAHHOE M3MEHEHNE PEKUMA 3aIUTHI U T.I1.), & TaK TPOTHO3UPOBAHUE U
MIPEBEeHTUBHOE PearupoBaHue Ha HOBbIE yrpo3bl 6e3omacHocTu [1][H.

KoHTpons MOXET TpOBOIUTHCS Kak agMuHUCTpaTopamu Oe3onmacHoctu MCIIAH
(omepaTHBHBIN KOHTPOJIb B mporecce uHpopManmonHoro BzaumozeiictBus B MCII[IH), Tak u
MIPUBJICKAEMBIMU JIJISI 3TOW IETM KOMIETEHTHBIMH OPTaHM3AIUSIMH, UMCIOIIUMH JIUIEH3UIO Ha
3TOT BUJ AesiTeabHOCTH, a Takke DCTIK Poccun u @Ch Poccun B npenenax ux KOMIETEHIUH.

KoHTponb MOMKET OCYIIECTBISATHCS aIMUHHCTPATOPOM OE30MAaCHOCTH KaK C TMOMOIIBIO
MITATHBIX CPEACTB CUCTEMBI 3amuThl [IJ[H, Tak U C MOMONIBIO CHEIHUATBHBIX MPOrPAMMHBIX
CPEIICTB KOHTPOJISI.

Onenka »sddexruBHoctn wmep 3ammtbl [IJIlH  mpoBoguTCcs ¢ HCMONB30BaHUEM
TEXHUYECKUX U MPOrPAMMHBIX CPEJICTB KOHTPOJS Ha MPEIMET COOTBETCTBHS YCTaHOBIEHHBIM

TpeOOBaHUSM.
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8 Cdepbl oTBeTcTBeHHOCTH 32 Oe3onacHocTh I1/1H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep W KOHTpOJIb Haj oOecriedyeHneM Oe30MacHOCTH
MEePCOHANIbHBIX JAaHHBIX ABJsIeTCa pykoBoJACTBO MYK «My3zeit uctopun ropoga BpoHHULIB.
PykoBomuTenb MOXET JAeNerupoBaTh 4YacTh IOJHOMOYHMN IO OOEeCHeueHHI0 Oe30MacHOCTH
MEPCOHAJIbHBIX TAHHBIX.

Cdepa OTBETCTBEHHOCTHM PpYKOBOAWTENS  BKJIIOYAET  CIEAYIOIIME  HAIpPaBICHUS
obecrnieueHust 6ezonacHocTu [1/1H:

* [InanmpoBaHue U peanusanus Mep o odecneueHuto 6ezomnacHoct [1J1H;

* Amnamm3 yrpo3 6e3omnacHoctu [1/1H;

® Pa3paboTky, BHEIpEeHHUE, KOHTPOJb HCIOIHEHUS U MOJACpPKAHHE B aKTyaJIbHOM
COCTOSSHUM TOJMUTHK, PYKOBOJCTB, KOHUENUMUW, MpOLEIyp, PErIaMeHTOB,
UHCTPYKUMH M JAPYrMX OpraHU3allMOHHBIX JOKYMEHTOB IO O0ECIeUYeHUIO
0e30IacHOCTH;
* (OOyuenne u uHpopmupoBanue mnonb3oBareneit MCII/IH, o mopsnake paboTsl ¢
[IJI1 u cpencTBamMu 3alIUTHI;
® [IlpenotBpamieHue, BBISBIECHUE, pPEArdpoBaHUE U PACCICIOBAHHE HapyIICHHUI
oe3omacHocTu I1/]H.
IIpn B3aMOAEUCTBUHU CO CTOPOHHHUMH OpPraHU3allMsMHU B CIIy4asiX, KOIJa COTPYIOHHKaM
ATUX OpraHM3alluid NpPEeNOCTaBIseTCS AOCTYNl K OOBeKTaM 3amuThl (pasznen 3), ¢ 3TUMHU
OpraHM3alMsIMH JOJDKHO OBITh 3akiioueHo «CornameHue o KOHPHUACHIUATbHOCTHY, JHO0
«Cornamienue o cobmoneHnu pexxuma 6e3onacHoctv 11/ npu Bemmonnenun padot B UCTdu».
[ToaroroBka THUIIOBBIX BapUaHTOB 3ITHUX COMIALIEHUNM OCYIIECTBIAETCS AupekropoM MVYK

«My3sel ncropun roposia bpoHHUIBD).
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9 Mopnesb HapymuTeisi 6e30MacHOCTH

ITox Hapymmrenem B MYK «Myselr ucropun ropoga bpoHHULIBI» TOHUMAETCs JIMIIO,
KOTOpO€ B PE3YJIbTaTe€ YMBIIUIEHHBIX WJIM HEYMBIIIJICHHBIX JEWCTBUNH MOKET HAaHECTH YIEepO
00BbEeKTaM 3allUThI.

Bce Hapymmrenu nensTcs Ha 1B€ IPYIIIbL:

® BHEIIHHME HapyUIMTEeNIH — PU3HUECKUe JHUIA, He UMEIOIINe NpaBa NpeObIBaHUs Ha
TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B IpeAenax KOTOpPOH pa3MeliaeTcs
ob6opynosanue UCII/IH, a Takxke xpanstcs [1/JH Ha OyMaKHBIX HOCUTEIISX;

® BHYTPEHHHUE HapyLIUTEIN — (PU3NYECKHE JIMIA, UMEIOIUe PaBoO MpeObIBaHMUs Ha
TEPPUTOPUM KOHTPOJUPYEMOM 30HBI, B MpeAenax KOTOpPOH pa3MeliaeTcs
obopynoBanue UCII/IH, a Tak sxe xpanstcs [1/In Ha OyMa>KHBIX HOCUTETISX.

* Knaccudukanmsa HapymuTeneil npencrtaBieHa B Mogenn yrpo3 0e30MmacHOCTH

NEPCOHAIbHBIX TaHHBIX.
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10 Moaenanb yrpo3 6e30nacHOCTH

Hnsa UCITIn MYK «Myzeit uctopur ropojia BpOoHHUIIB» BBIIETSAIOTCSA CIEIYIOIINE

OCHOBHBIC KaTCTOpHUU YIpo3 0€301acCHOCTH NEPCOHAIBHBIX JAaHHBIX:

VYIpo3bl OT yTEUKH [0 TEXHUYECKUM KaHaJaM.

VYIpo3bl HECAHKLIMOHUPOBAHHOT'O JOCTYIA K HHPOPMALIHH.

VYrpo3el yHuuTOXKEHMs, XuuieHus anmapartHelx cpencts MCII/IH Hocureneit
uHpOpMaIH myTeM (pu3ndeckoro goctyna K snementam UCII/IH.

VYrpo3bl XUILEHHs], HECAHKIIMOHMPOBAHHOW MOAM(UKAIMM WM OJIOKHUPOBAHUS
uHpoOpMaIMK 3a cueT HecaHKIMoHupoBaHHoro aoctyna (HCJ) ¢ npumeHenuem
IPOrpaMMHO-AINAPATHBIX U MPOrPaMMHBIX CPEJICTB (B TOM YHUCIIE€ MPOTrPAMMHO-
MaTeMaTHYECKUX BO3IACHCTBUI).

VYIpo3sl He MNpeJHaMEpPEeHHBIX JEHCTBUM IOJb30BaTelIe M HapyLICHUH
6e3omacnoctu ¢pynkunonuposanus UCIIIn u C3I1/1H B ee cocTaBe u3-3a cO0EB B
MpPOrpaMMHOM OOECIIEYCHUH, a TaKXe OT Yyrpo3 HEaHTPONOoreHHoro (cOoes
annaparypbl M3-3a HEHAJEKHOCTU D3JEMEHTOB, COOEB AIIEKTPONMUTAHUA) U
CTUXHMIHOTO (yIapoB MOJHHUH, 10’KapoB, HABOJHEHUH U T.II.) XapakTepa.

VYIpo3sl IPEeIHAMEPEHHBIX I€UCTBUM BHYTPEHHUX HAPYLIUTEIICH.

YI'pOSLI HCCAHKIUOHUPOBAHHOT'O JOCTYIIA 110 KaHaJlaM CBA3H.

Onucanue yrpo3, BEpPOATHOCTb HX pPCaAIM3allhuH, OIIACHOCTb U  aAKTYaJIbHOCTb

npezcTaBieHbl B «Mojenu yrpo3 0e30macHoCTH nepcoHanbHbIX ganHbIX B UCTIIH».
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11 Mexanusm peasauzauuu Ilosoxenus
Peanuzanus [lonoxeHus qomKHA OCYIIECTBIATHCA HA OCHOBE MEPCIIEKTUBHBIX MTPOrpaMM
Y TUIAaHOB, KOTOPHIE COCTABISIOTCS HA OCHOBAaHUH U BO MCIIOJIHEHUE!

® (enepanbHBIX 3aKOHOB B 00MIacTH oOecriedeHus: HHPOPMAITMOHHOW 0€30TacCHOCTH
Y 3alIUTH HTHPOPMALIUK;

* nocra”osieHui [IpaBurenscrBa Poccniickont Penepanny;

®  PYKOBOZSIIUX, OpraHU3alMOHHO-PACTIOPSAUTEIbHBIX u METOAMYECKUX
nokyMmeHnToB ®CTOK Poccuu;

* porpebHocteit MCII/IH B cpencTBax obecrieueHust 0€30MacHOCTH HHPOPMAITHH.
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12 HOpﬂ}lOK paﬁoTbl C IepCoOHAJTBHBIMUA JAHHBIMHU COTPYAHHUKOB

Oobs13anHOCTH padoTonarest

B nemnsx ncnonnenus tpeboBanuil 3akoHonarensecTBa PO npu 00paboTke nepcoHaIbHbIX
JAHHBIX, BCe PAOOTHUKH YUPEKICHHUS JOIDKHBI HCTIONHATh YCTaHOBICHHBIH MOPSAOK pabOThI:

Paborta ¢ mepcoHaNbHBIMH JaHHBIMH PAOOTHUKOB JOJDKHA HE HapyllaTh TpeOOBaHUI
3akoHoAarenbcTBa P®d M nOKaNbHBIX HOPMATHBHBIX AKTOB OpraHM3allMM, U JIOJKHA OBIThH
HEMOCPECTBEHHO CBSA3aHa C OCYIIECTBICHUEM UMU CBOUX TPYAOBBIX (QYHKIUI.

IIpu cOope um 00paboTKe MEepCOHATBHBIX JAHHBIX PAaOOTHHKA PabOTOAATENh NOJKEH
pykoBoncTtBoBatbesi Koncturynueit P®, TpynoBeiM komekcom P® u uHbBIMH (enepanbHbIMU
3aKOHaMH.

ITepcoHanbHble AaHHBIE pAOOTHUKOB JIOJKHBI ObITh MOJIy4€Hbl TOJIBKO HEMOCPEICTBEHHO
y Hero. Ecnu ams 00paboTKM €ro JaHHBIX WIM MX HOJTYYEHHUS MPUBIEKAeTCs TPEThbU JIUIA, TO
pabOTHUK JOJDKEH JaTh IPENBapUTENbHOE IMHChMEHHOE corjiacue Ha 3T0. OJHOBpPEMEHHO
pabOTHUK JTOJKEH OBITh YBEIOMJIEH O LIEsX cOopa nH(pOpMaI, HCTOYHHUKAX €€ MOIY4YeHHUs, a
TaKXKe O TMOCJIEACTBUAX OTKa3a OT IPEeAOCTABICHUs MHCbMEHHOIO corjlacus Ha cOop
UHpOPMAITUH.

[lepconanbHple aaHHBIE paOOTHUKA O €ro MOJUTUYECKHX, PEITUTHO3HBIX M HHBIX
yOeX/IEeHUSAX, YaCTHOW >KU3HM, a TaKXKe UJICHCTBE B OOIIECTBEHHBIX U MPO(COIO3HBIX
OpraHu3alMsIX He TMoIeXarT cOOpy OpraHu3anuei, eciau UWHOe He MPeIyCMOTPEHO
3aKOHOZATENBCTBOM.

3ammTa MNepcoHaIbHBIX JaHHBIX PaO0OTHUKA JIO0JKHA 00ECTIeUMBATHCS TIOJTHOCTHIO 32 CUET
paboTtomaTens.

VYupexxaeHue npu npuemMe Ha padoTy, a TakxkKe MPH JF0ObIX U3MEHEHUSIX MTPaBUII pabOTHI C
NEPCOHATBHBIMH JaHHBIMH 0053aHO MUCHbMEHHO 3HAKOMUTh C HUIMU BCEX PAOOTHHKOB.

VYupexneHne He UMEET IpaBO NPUHYXAaTh PAOOTHUKOB K OTKa3zy OT CBOMX IIPaB Ha

3alIUTy NCPCOHAJIIBHBIX JaHHBIX.

O0s3anHOCTH pa0OTHHKA
PabotHuk 06s13aH:
[lepenats paboTonarento Bce MepcOHAIBHBIE NAaHHBIE, YKa3aHHBIE B COOTBETCTBYIOIIUX

JOKYMCHTAaX.
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B ycraHOBNEHHBIN MpaBWIAMH CPOK COOOMAaTh pabOTOAATENI0 00 WU3MEHEHUH CBOUX

NEPCOHAIBHBIX JAaHHBIX.

Ilepenaya nmepcoHATBHBIX JAHHBIX

[lpu ocymiecTBIeHNH TIEpeaYd TEPCOHAIBHBIX JIAHHBIX PA0OTHHKOB TPETHUM JIUIAM
paboTomarens 00s3aH:

He COoOOIIaTh NepCOHANbHbIE JaHHBbIE 0€3 TOJIY4eHHOTO MUCHMEHHOTO COTJIACHS
paboTHUKA, KpOME CITy4JaeB, KOr/ia Takue 00S3aHHOCTH YCTaHOBIICHBI 3aKOHOIATEIICTBOM;

HE TepeIaBaTh NMEPCOHAIBHBIC TaHHBIC PA0OTHUKA JUIS UCIIOJIb30BAHHUS B KOMMEPUECKUX
HESIX;

TpeOOBaTh OT TPETHUX JIMII COOIOJICHHS TTPABIII PA0OTHI C MEPCOHATBHBIMU JIAHHBIMH, a
TaK)Ke MPEIOCTABIICHUS MTUCHMEHHOTO MOJITBEPIKIACHHS MCIIOIB30BAHUS ITEPCOHATBHBIX JTAHHBIX
B TIOPSIZIKE, MPEyCMOTPEHHBIX HACTOSIIMM MOJIOKEHUEM O 3aIUTE MEPCOHATBHBIX JaHHBIX;

JaBaTh JOCTYN K MEPCOHAIBHBIM JaHHBIM TOJBKO JIMIIAM, UMEIOIIMM COOTBETCTBYIOIIUI
JIOITYCK ¥ MCTIOJIB3YIONINX WX TOJIEKO ISl BBITOJIHEHUS] KOHKPETHBIX TIOJTHOMOYHIA,

He HucTpeOoBaTh MH(OPMAIIMIO O COCTOSIHUW 370pPOBbs pabOTHHUKA, 32 HMCKIIOYEHUEM

JaHHBIX, KOTOPBLIC MOT'YT IIOBJIMATH Ha UCITIOJIHCHUC pa6OTHI/IKOM CBOUX TPYAOBBIX 00s13aHHOCTEN.

3amnTa MNEPCOHAJBHBIX TAHHBIX paﬁoT}mKa

B pamkax peanmzanuu MyHKTOB HacTosmiero [lomokeHusi O 3amiuTe MEepPCOHATBHBIX
JAHHBIX Pa0OTHUKOB, PYKOBOJUTENh VYUPEXKIEHHUS UW3MaeT NpUKa3 O Ha3HAYCHHH JIWIIA,
OTBETCTBEHHOT'O 32 COOMOZEHUE MOpsAKA PadOThl C MEPCOHATIBHBIMH JAHHBIMUA PaOOTHHUKOB, Ha
KOTOpOM JIe)KaT Bce OOS3aHHOCTH M0 O0O0ECNEeYeHHI0 KOH(PHUACHUIUATbHOCTH TOJTYYEHHBIX
JAHHBIX, & TAK)Ke OpraHU3alui paboThl C HUMHU.

[lepenaya nHGOpMaAIIIM TPOUCXOIUT TOIBKO B MUCBMEHHOM BHJIE. 3ampoC JOKEH ObITh
clenaH B IIMCBMEHHOM BMJIE€ C YKa3aHUEM BCEX PEKBU3UTOB JIMIA, 3alpalldBaIOLIETO
uHpopmaruio. OTBET JOHKEH OBITH clenaH Ha GUPMEHHOM OJlaHKE YUPEXKICHUS W OTIPaBICH
MO0 KyphePCKOU CITY)KOOM, THOO 3aKa3HBIM IMHCHMOM.

Bce nonydyenHble nepcoHanbHBIE JAaHHBIC TOKHBI XPAHUTHCS B MECTE, UCKIIOYAIOIIEM

HCCAHKIMOHUPOBAHHBIX NOCTYII TPECTbUX JIUII.
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ONEeKTpOHHbIE HOCHUTEIIN nH(pOopMaIuH, JTOJIKHBI OBITh 3aIUIIEHbI

KpunTorpadguyeckuMu CpeCTBAaMH 3alUThl HH(pOpMaIUu.

OTBeTCTBEHHOCTH 32 pasrjanieHue HHGpopManuu, CBA3aHHOM C MePCOHAJBLHBIMHU

JAHHBIMH PAa0OTHUKA

JIuua, npu3HaHHbIE BUHOBHBIMM B HapylleHMM TpeOoBaHMI Hacrtosiero [lonoxeHus o
3allUTe TMEPCOHAIbHBIX JAHHBIX pPAOOTHUKOM  TPUBJIEKAIOTCS K  JUCIUIUIMHAPHOM,
aIMMHHACTPATUBHOM, TIPaXXAAHCKO-TIPAaBOBYD M YIOJOBHOW OTBETCTBEHHOCTH, B TIOPSAKE

npeayCMOTPEHHOM 3aKOHOAATCIILCTBOM P® u nokanbHBIMU HOPMATUBHLIMU aKTaMH.
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13 HOpﬂ}IOK p360TI)I C MEPCOHAJIBHBIMHA JAHHBIMU COTPYIHUKOB, KOHTPAr¢HTOB A
3aKa34YuKOB

ITopsinok mosy4eHusi U 00padOTKHU NMEPCOHAIBbHBIX JAHHBIX COTPYIHHKOB,
KOHTPAareHTOB H 3aKa34HKOB

ITon o6pabotkoii [1/lH moHMMaeTcs mosyyeHue, XpaHeHne, KOMOMHUPOBaHUE, Mepeaaya
WIK J1000€ Jpyroe HCHOJIb30BaHUE MEPCOHANBHBIX JAHHBIX COTPYIHHUKOB, KOHTPAareHTOB MU
3aKa34MKOB.

PaGora ¢ nepcoHanbHBIMU JAaHHBIMU COTPYIHHKOB, KOHTPareHTOB M 3aKa3YMKOB JJOJDKHA
HE HapylmaTb TpeOoBaHMH 3akoHojarenbcTBa PX® U JIOKaJbHBIX HOPMAaTUBHBIX AaKTOB
OpraHU3alLUH.

Hcnonbs3oBaHue NEPCOHANBHBIX JaHHBIX BO3MOXKHO TOJIBKO B COOTBETCTBUH C LIECIISMH,
OTIpe/IENBIIMMHU UX MoxydyeHue. [lepconanbHble 1aHHbIE HE MOTYT OBITh HCIIOJB30BaHbI B LIEJSIX
IIPUUMHEHUS] MMYIIECTBEHHOTO M MOpPAJIBHOIO Bpela TIpaKIaHaM, 3aTPyAHEHUS peanu3aluu
npaB u cBoOox rpaxkaan Poccuiickoit dpeneparu.

[Mopsimox 00pabOTKM MEPCOHANBHBIX JAaHHBIX Ha OyMa)KHBIX MaTePHAIBHBIX HOCHUTEISX
pernaMeHTUpoBaH «MHCTpyKIMeld IO XpaHEHHIO TEePCOHAJbHBIX JAaHHBIX Ha OyMa)XHBIX
HOCUTENIAX U MOPSAKY pabOThl MCIOJHHUTENEH C MEePCOHAIBHBIMU JaHHBIMM Ha OyMasKHBIX
HOCHUTEJISIX UH(OPMALIUNY, YTBEPKACHHOW PYKOBOIUTEIEM.

OO0paboTka TEepCOHANBHBIX JIAHHBIX B aBTOMATU3MPOBAHHBIX MH(POPMAIIMOHHBIX
CUCTEMAX OCYIIECTBJISETCS HAa OCHOBAaHUU pPsfa YTBEPKIECHHBIX PYKOBOJWUTEIEM HHCTPYKIUH,

perJaMeHTUPYIOMUX 00paboTKy nepcoHanbHbIX naHHbIX B MCIT/IH.

I[OCTyrl K NIePCOHAIBHBIM JaHHBIM

BuyTtpenHuii noctynm (IOCTyn BHYTPU OpraHHM3allMM) OMNpPENeNsIeTcs IepeuHeM JIMIL,
MMEIOIIMX JOCTYyN K IEePCOHAIbHBIM JaHHBIM COTPYAHHUKOB, KOHTPAar€HTOB U 3aKAa34HKOB,
ONpPENEIIAETCS MPUKA30M JUPEKTOPA-TIABHOIO PEAAKTOPA.

BuemHuii nocrym:

K uyncny mMaccoBbIX moTpeOuTeneil MepcoOHaIbHBIX JaHHBIX BHE OpraHU3alMd MOXXHO

OTHCCTH rocyaapCTBCHHLIC (i)YHKI_[I/IOHaJ'IBHBIe CTPYKTYPHBI: HaJIOT'OBbBIC HWHCIICKIINH,
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[IPABOOXPAHUTENIbHBIE OPraHbl, OpraHbl CTATUCTHUKH, BOEHKOMAThl, OpraHbl COLHAIBHOTO
CTpaxoBaHUs, IEHCUOHHbBIE (DOH]IbI, [TO/IPA3/IECTICHIS] MYHUIIUIIAIBHBIX OPraHOB YIPaBICHHUS;

HaazopHo-KOHTpONIbHBIE OpTraHbl UMEIOT JTOCTYN K MH(OpPMAalUU TOJIBKO B cdepe cBoei
KOMITETEHIIUH.

IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTh Cy0beKTa NEePCOHAIBbHBIX TaHHBIX
3akperyieHne mpaB CyObeKTOB MEPCOHATIBHBIX JTAaHHBIX, PETIAMEHTHPYIOIINX 3aIIUTYy €ro
MEPCOHANBHBIX TAaHHBIX, 00€CTIEYNBAET COXPAHHOCTH MOJTHON M TOUHOM MH(OPMAIIUU O HEM.

B menax 3amuThl NMEpCOHANBHBIX JAHHBIX KOHTPAreHThl (3aKOHHBIE MPEACTABUTENHN)
UMEIOT TPaBo:

- TpeboBaTh MCKJIIOUEHHS] WM UCIPABICHHUS] HEBEPHBIX WJIM HEMOJIHBIX MEPCOHAIBHBIX
JAHHBIX, Ta CBOOOHBIN OecTIaTHBIN TOCTYH K CBOMM MEPCOHAIBHBIM JaHHBIM, BKIIIOYas MIPaBoO
Ha TOJIY4eHHE KOIMHM HOBOMW 3aIlMCH, COAEPKAILEN NIEPCOHATIBHBIE JaHHBIE;

- ONpEeAeNATh CBOMX IpPEJICTaBUTENICH NJs 3alllUThl CBOMX IEPCOHAIbHBIX JaHHBIX Ha

COXpaHEHHE U 3AIIUTY CBOEH JIMYHOW TAHBI.

IIpaBa 00513aHHOCTH ¥ OTBETCTBEHHOCTH OIIEPATOPA MEPCOHATBbHBIX JaHHBIX

[lepconanbHass OTBETCTBEHHOCTh - OJHO M3 IJIaBHBIX TpeOOBaHHM K OpraHU3aluu
(YHKIIMOHUPOBaHUS CHUCTEMBI 3alUTHI MEPCOHAIBLHOW MH(pOpPMALUK U 00s3aTelNbHOE YCIOBUE
obecrieueHust 3(pPEeKTUBHOCTH ITOM CUCTEMBI.

IOpunnueckne u (¢u3nMveckwe JHIA, B COOTBETCTBUHM CO CBOMMH TOJHOMOYHUSIMH
BIAJCIOIIME O Tpa)/JaHaX IOJy4arollue U HCIOJb3YIOIUE €€, HECYT OTBETCTBEHHOCTb B
COOTBETCTBHMHM C 3aKOHOJATEIbCTBOM Poccuiickoit denepaliuy 3a HapylIeHHE PEeKUMa 3alUThI,
00paboTKH u Hopsi/IKa
WCTIOJIb30BaHMs 3TOM WHGopMaruu. PykoBoauTens, pa3pemaromuil JOCTyl COTPyAHUKA K
JOKYMEHTY, COJIepKallleMy MepCoHaIbHbIE CBEIEHUS COTPYIHUKOB, KOHTPAreHTOB U 3aKa3YHKOB,
HECeT MEePCOHATIbHYIO0 OTBETCTBEHHOCTD 3a JJAHHOE pa3pelIeHue.

Kaxnplii cOTpyIHMK OpraHu3alliM, TIOJNy4daroluid Juis paboThl JOKYMEHT, COAepKallui
MIEPCOHAIBHBIE JIAHHBIE HECET €IMHOJMYHYK) OTBETCTBEHHOCTHb 3a COXPAHHOCTh HOCHUTENIS U
KOH(HIEHINAIBHOCTh UHPOPMAITIH.

JIomycKk K MepCOHAJbHBIM JAaHHBIM COTPYAHUKOB, KOHTPAareHTOB M 3aKa34MKOB JPYrHX
COTPYIAHUKOB paboTonaTess, He HWMEIOIIMX HaJUIexaluM o0pa3oM O(OpMIIEHHOTO JO0CTYyIa,

3arpeuracTc.



41

Ilepenaua (0OMEH M T.J.) MEPCOHAIBHBIX JAHHBIX MEXAY MOAPA3JACICHUSMU OCYLIECTBIISIETCA
TOJBKO MEXIY COTPYIHHUKAMH, MWMEIONIMMH JIOCTYNl K MEPCOHATBHBIM JTaHHBIM COTPYIHHUKOB,
KOHTPAareHTOB U 3aKa3YHKOB.

3a HeMCIOJIHEHNE WJIM HeHaJyIexallee UCIOJIHEHHe paOOTHUKOM IO €ro BUHE BO3JIOKEHHBIX Ha
HEero O0S3aHHOCTEH IO COOMIOAEHHIO YCTAaHOBJIEHHOTO MOpsIka pabOThl CO CBEIACHUSIMHU
KOH(UACHIIMAILHOTO — XapakTepa paloTomarenb BOpaBe MPHUMEHSATh NPEAYCMOTPEHHBIE

pr,Z[OBBIM KO,I[@KCOM AUCIHUILIMHAPHBIC B3bICKAHUA.
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14 Oco0enHocTH 00Pa0OTKHU NMEPCOHATBHBIX JAHHBIX 0€3 HMCIO0Jb30BAHNUS CPEACTB
aBTOMATH3AINHU

[Ipy  HeaBTOMATH3WPOBAaHHOM  0OpPaOOTKE PA3IMYHBIX  KATETOPUH MEPCOHATBHBIX
JAHHBIX JIOJDKEH WCMONb30BaThCA  OTACTBHBIA ~ MaTepHANbHBIA HOCHUTENb IS KaKIOU
KaTerOpuH NMEPCOHABHBIX JaHHBIX.

[Ipu HeaBTOMATH3WPOBAHHOW O00pPaOOTKE MEPCOHATBHBIX JAaHHBIX Ha

OyMa)kKHBIX HOCUTEIISIX

- He JomyckaeTcs (UKcalvs Ha OJHOM OyMaKHOM HOCHUTENE MepPCOHATbHBIX
JAHHBIX, €1 00paOOTKU KOTOPHIX 3aBEJOMO HECOBMECTUMBI;

- TIEPCOHANLHBIE JaHHBIC JODKHBI 000COONAThCS  OT HWHOW HWHPOpMaNUd, B
YaCTHOCTH MyTeM (UKCAIMM HUX Ha OTIACIBHBIX OyMa)XHBIX HOCHTENSAX, B CIICIIHAIBHBIX
paszmenax wid Ha nosax Gopm (OnaHKOB);

- JOKYMEHTBI, COJIEpKalllie MepCoOHAIbHbIE JaHHbIe, (QOPMUPYIOTCS B Jena B
3aBUCUMOCTH OT 11€JH 00pabOTKH MEPCOHATBHBIX JaHHBIX;

- Jlema ¢ TOKyMEHTaMH, COJCpKalliMU TEPCOHAJIbHBIE JaHHBIC, JODKHBI HMETh
BHYTpEHHHE  ONUCH  JOKYMEHTOB C YKa3aHMeM Ied O00pabOTKM U  Kareropuu
MEPCOHAIBHBIX JTAHHBIX.

JoxymeHTHI (HOCUTENMM WH(POPMAITUH), COJACpIKalIue MEPCOHANbHBIE JaHHBIC, IOJKHBI
XpPaHUTBCS B CIYKEOHBIX  TIOMEIICHHMSX B HAJEKHO 3alUPACMBIX M  OIEYaThIBAEMBIX
mkagdax (ceitdax).

VYHuuTOXKEHUE UM 00€3MYMBAHHE YACTH MEPCOHAIBHBIX JaHHBIX, €CIH  3TO
JIOTTYCKAETCsl MaTepUAIbHBIM HOCHUTENIEM, MOKET TMPOU3BOJUTHECS CIIOCOOOM, HCKITFOUAIOIINM
TanbHEHIIyI0 00pabOTKy H3THX TMEPCOHANBHBIX JaHHBIX, C COXPAaHEHHEM BO3MOXHOCTH
00pabOTKM WHBIX JAaHHBIX, 3a)UKCUPOBAHHBIX Ha MaTepUATHLHOM HOCHUTEIE.

[Ipn HecoBMeCTHMOCTH 1elieii 00pabOTKH MEPCOHATBHBIX JIAHHBIX, 3aUKCUPOBAHHBIX
Ha OJHOM MAaTEPHAIBHOM HOCHUTENE, €CIW MaTepuajbHbIi HOCUTENh HE  TO3BOJIACT
OCYIIECTBIISTh 00pabOTKy  TEPCOHANBHBIX  JIAaHHBIX  OTIEIBHO oT JIPYTUX
3aUKCHPOBAaHHBIX Ha TOM JK€ HOCHUTEJE TEPCOHAIBHBIX JaHHBIX, JOJDKHBI OBITh
NPUHITEL  MEPhl TIO0 OOCCICUCHHWIO pa3lelIbHON  00pabOTKM TEepPCOHATBHBIX JTaHHBIX, B
YaCTHOCTH:

- Tpu  HEOOXOMMMOCTH  HCIOJB30BAHMS WM PACIPOCTPAHEHHUS OIPEaeTICHHBIX

NEPCOHANIBHBIX IOAHHBIX OTACIIBHO OT HaXOAAIIHUXCAd HaAa TOM KE MATCPUAIIBHOM HOCHUTCIIC
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APYrUX TEPCOHANBHBIX JaHHBIX OCYIIECTBISIETCS KOIMPOBAaHWE TEPCOHANBHBIX JIaHHBIX,
MOJUIeXKAIIUX  PAcIPOCTPAHEHUIO Wi UCIOJIb30BaHUIO, CIOCOO0M,  HMCKIIIOUYAIOIINM
OJJTHOBPEMEHHOE KONHPOBAaHHE IE€PCOHAIBHBIX JaHHBIX, HE IMOJUIeKAIIUX PACHPOCTPAHEHUIO
U UCMOJIb30BaHHUIO, M HCIOJB3YeTCs (PaclpoCTpaHsAeTCs) KOMHs MEepCOHAIbHBIX JaHHBIX;

- TIpU HEOOXOIAMMOCTH YHHUYTOXKEHHSI WIH OJOKUPOBAHUS YACTH IMEPCOHATBHBIX
TaHHBIX YHUYTOXKACTCS WM OJOKHUPYETCS MaTepUabHBI HOCHUTENIh C IPEIBAPUTEIHEHBIM
KOITMPOBAaHUEM CBEJEHMH, HE MOJUIeKAIIUX YHUYTOXKEHUIO MM OJOKMPOBAHUIO, CIOCOOOM,
UCKJTIOYAIOIUM  OJTHOBPEMEHHOE  KONHMPOBAaHME  MEPCOHANBHBIX  JIaHHBIX, MOJIEKAIINX
YHUUTOXXEHHUIO WM OJOKHPOBAHHUIO.

YTouHEeHHE TepCOHANbHBIX JAaHHBIX MpPH  OCYIIECTBICHHMM HMX 00paboTku 0Oe3
UCTIOJIb30BaHMsl  CPEJICTB  aBTOMATM3allUd  IPOU3BOAUTCA  IMyTeM  OOHOBIIGHHMS WU
U3MEHEHUs JaHHBIX Ha  MaTepuaJbHOM HOCHTENe, a €eClIM O3TO He  JOMyCKaeTcs
TEXHUYECKUMHU OCOOCHHOCTSIMH MAaTepUAIbHOTO HOCHUTENS, IyTeM (HUKCAlMd Ha TOM IKe
MaTepualbHOM HOCHTENE CBEICHHH O BHOCHMBIX B HHX HM3MEHEHHAX JIMOO IyTeM
U3TOTOBJIEHUS]  HOBOTO ~ MAaTepUalbHOTO HOCHUTENSI € YTOYHEHHBIMH  HEPCOHAIbHBIMU
JTaHHBIMU.

OO0paboTka TEPCOHANBHBIX JaHHBIX, OCYIIECTBIIsIeMas 0O€3 WCIIOJNB30BAHUS CPEICTB
aBTOMATH3alliU, JOJDKHA OCYIIECTBISATHCS TaKUM 00pa3oM, 4TOOBI B OTHOIICHWH KaXKIOW
KaTeropyuu NMEepCOHANBHBIX JAAHHBIX MOXHO OBLIO ONPENENNUTh MECTa XPaHEHUs MEePCOHATBHBIX
JaHHBIX (MaTepuajbHbIX HOCUTENEeH) M yCTaHOBHTH TNepEUeHb JIMI, OCYIIECTBISIOMINX
00paboTKy MePCOHAIBHBIX JaHHBIX JTHOO UMEIOIINX K HUM JIOCTYII.

[Ipy XpaHeHUM MaTepUaJbHBIX HOCUTENEH JOJDKHBI  COONIOAAThCS  YCJIOBHS,
obecre4ynBarolye COXPaHHOCTb NePCOHAIBHBIX JAHHBIX u UCKITIOYAIOIIUEe
HECAHKIIMOHUPOBAHHBIA K HHUM JIOCTYINl. XpaHEHHE IMEPCOHAIBHBIX JAaHHBIX (MaTepHabHBIX
HocuTenel), o00paboTKa KOTOPBIX OCYIIECTBISIETCS B PA3IMYHBIX IEJSX JIOJDKHO OBITh

pa3IeIbHBIM.
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15 Oxumaemblii 3¢pPexr ot peanusauun [Honoxenunst
Peanmmzanms ITonoxenus 6e3onacuoctu [1/1n 8 UCII/IH mo3BonwuT:
® oneHuth coctosiHue OezonmacHoctu mHpopManuu MCII/IH, BBISBUTE MCTOUYHUKH
BHYTPEHHUX U BHEIIHMX YIpo3 HMH(OPMAIMOHHON 0€30MacHOCTH, ONPEACTUThH
MPUOPUTETHBIE HANPABJICHUS MPEAOTBPAIICHUS, OTPAXXEHUS M HEUTpalu3aluuu
ITUX yIpO3;
* pa3paboTaTh pacHopsiAUTENbHbBIE U HOPMATUBHO-METOIUYECKUE JIOKYMEHTHI
npuMmenutenbHo K UCIT/IH;
* mpoBecTH Kiaccupukanuo u ceprudukarmo UCI/H;
® [IpPOBECTH OPraHU3aLMOHHO-PEKUMHBIE M TEXHUUYECKHE MEPONPUATUS 10
obecnieuenuto 6e3omacuocty [1/1a B UCTI/IH;

* o0ecneynTh HEOOXOIUMBIN YPOBEHBb O€30MaCHOCTH OOBEKTOB 3aITUTHI,

® pa3zpaboTaTh METOIMYECKHE JOKYMEHTHl IO pa3MELIeHHI0, OOOPYIOBAaHHIO U
OXpaHe IOMEIICHMM, TIJEe XPaHATCS IEPCOHAIBHBIC JAHHBIE, II0 XPaHEHUIO
NEPCOHAIbHBIX JIAHHBIX Ha OyMaKHBIX HOCHUTEISIX U MOPAIKY pabOThI
UCIIOJIHUTENCH C MEepCOHAIbHBIMM JAHHBIMM Ha OyMaXHBIX HOCHTENAX

UHPOPMAITUH.

OcyIecTBIICHUE ATUX MEPOIIPUATHH 00ECIICUUT CO3AaHKUE SIUHOM,
L[ETOCTHOM W CKOOPAMHHUPOBAHHON CHUCTEMBI WH(MOPMAIMOHHON O€30macHOCTH U

CO34acCT yCJIOBUSA IJIA €€ JlaIbHEHIIIETO COBCPUICHCTBOBAHUA.
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16 Cnucok uCno/Ib30BAaHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHBHO-NIPABOBBIMH M METOAUYECKUMHU [OKYMEHTAMH, Ha
KOTOpBbIX 0asupyercs HacTosimee [losoxeHue siBJISIIOTCS:

®enepanbubiil 3akoH oT 27.07.2006 1. No 152-D3 «O nepcoHalbHBIX TaHHBIX)» (J1ajee —
@3 «O mnepcoHaNbHBIX JaHHBIX»), YCTAHABIMBAIOUIMM OCHOBHBIE NPUHIUIBI WU YCIOBHUS
obpabotku I1/]H, mpaBa, 00I3aHHOCTH M OTBETCTBEHHOCTh YYaCTHHUKOB OTHOIIEHHH, CBSI3aHHBIX
¢ obpabotkoii I1/1H.

«TpeGoBaHMs K 3alIUTE TEPCOHAIBHBIX JAHHBIX MPH UX 00paboTke B MHPOPMAITMOHHBIX
CUCTEMaX IEepCOHAIBHBIX JAHHBIX», yTBepkAeHbl IloctanoBnenuem IlpaButensctBa PO or
01.11.2012 . Ne 1119.

«ITonoxenne 06 0cOOEHHOCTIX 0OpaOOTKH MEPCOHANBHBIX JaHHBIX, OCYIIECTBISIEMOI
0e3 UCTOIHb30BAaHUS CPEICTB aBTOMATH3AIMNWY, yTBepkIeHHOe [loctanoBneHneM [IpaBuTtenscTBa
P® ot 15.09.2008 1. Ne 687.

[ToctanoBnenue IlpaButensctBa Ne 211 ot 21 mapra 2012 roma «OO0 yTBEepKIeHUU
NepeyHsi Mep, HaNPaBJICHHbIX Ha OOecleueHUe BBIOJHEHUS 00S3aHHOCTEH, MPEeIyCMOTPEHHBIX
@3 «O mnepcoHaNbHBIX [AHHBIX» U MPHUHIATHIMU B COOTBETCTBUM C HHUM HOPMATUBHBIMU
MIPABOBBIMU aKTaMH, ONEepaTopaMu, SBISIOUIMMUCS TOCYIapCTBEHHBIMHU WM MYHHUIIMIIAIbHBIMU
OpraHaMm.

«TpeGoBaHMs K MaTepHaIbHBIM HOCUTENSIM OMOMETPUUYECKUX MEPCOHATIBHBIX JaHHBIX U
TEXHOJIOTHSIM XpAaHEHHWs] TaKUX JaHHBIX BHE HMH()OPMAIIMOHHBIX CHUCTEM IEPCOHAIBHBIX
JAHHBIX», yTBepkAcHHbIEe [locTanoBnenneM [IpaBurensctea PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOAMYeCKHe NOKyMEHThl DenepalbHOl CIyXObl MO TEXHHUYECKOMY H
sKcriepTHOMY KoHTpoito Poccuiickoit @eneparmun (nanee - ®CTIOK Poccun) mo obecrneuenuro
6e3onacunoctu [1/]x mpu ux obpadotke B UCII/H:

bazoBasi mozenb yrpo3 0e30macHOCTH TEPCOHANBHBIX JaHHBIX NMPU HX 00pabOTKe B
WH()OPMAITMOHHBIX CHCTEMax TMEPCOHATBHBIX AaHHBIX, YTB. 3aM. nupekropa PCTOK Poccum
15.02.08 r.

Metonnka onpenesieHns: akTyalbHbBIX Yrpo3 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX MpPU
ux o0paboTke B MHPOPMALIMOHHBIX CHCTEMaX MEePCOHAJIBHBIX JaHHBIX, YTB. 3aM. JAMPEKTOpa

DOCTOK Poccun 15.02.08 .
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[Ipukaz ®CTOK Poccum Ne 17 ot 11 cdespans 2013 roma «O6 yTBep:KIeHHH
Tpebopanmit o 3amure uHPOPMALKH, HE COCTABISIOMHMX TOCYJAapCTBEHHYIO TalHy,
COJEPKAIIMXCA B TOCYAAPCTBEHHBIX MHOOPMAIIHOHHEIX CHCTEMAX ).

IMpukaz ®CTIK Poccuu Ne 21 ot 18 deBpana 2013 roga «06 yrsepxnenun Cocrasa u
CONEpKaHHsA OPTaHM3ALHMOHHBIX M TEXHWYECKMX Mep M0 obecredeHHo Ge30MacHOCTH
HEPCOHANBHBIX [aHHBIX Npu HX 00paboTke B HH(OPMALMOHHBIX CHCTEMAX MEPCOHATBHEIX
JaHHBIX».

[Tpuxa3s @enepansHoi ciyxObl GezomacHocti Poccmiickoit denepanun ot 10 uroms
2014 1. N 378 «O06 yrBepxaenun CocrtaBa U COmepiKaHHS OPTAHM3AIHOHHBIX W TEXHHYECKHX
mep 1mo obecrneueHH:o 6e30TACHOCTH MEPCOHANBHBIX JAHHBIX IPH HX 00paboTke B
HHPOPMAIlMOHHBIX ~ CHCTEMAX IIEPCOHANBHBIX [AHHBIX C  HCIONB30BAHHEM  CPEACTB
KpUNTOrpaguueckor 3ammurTsl HHGOpPMALKH, HeOOXOMMMBIX IS BEIIOJHEHHS YCTAHOB/IEHHEBIX
IIpaButensctBom Poccuiickoit @enepanuu TpeOOBaHMI K 3aIlUTe NEPCOHANBHEIX TAHHEIX IUTS

Kaxoro us ypOBHeﬁ 3aTHAIICHHOCTHY .

3amecTtHTenb gupexTopa mo AXY B. B. Illenpun

46



